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1 Introduction

These release notes cover the basic feature set supported, known limitations, bugs and known work-arounds for IBM 8274 Nways LAN RouteSwitch Version 3.2.8 software.  Please read this document in its entirety as it contains important operational aspects that may impact your network.

2 Technical Support Contacts

This section provides contacts for help if you have questions about the IBM RouteSwitch products or if a RouteSwitch product is not working correctly.  It also explains how to access the IBM electronic sites to obtain the latest version of microcode and release notes.

1. Electronic Support
This section explains how to access the IBM electronic site to obtain the latest version of microcode, drivers, and software by using the Internet World Wide Web or FTP.
WWW:
 http://www.networking.ibm.com/ 
This is the IBM Networking home page.  From here, you can access product announcements, publications, and other information regarding hardware and software updates, and a technical support information database.  The direct path to the support area is:

http://www.networking.ibm.com/support
Voice Support

IBM Network Hardware Support: 1-800-IBM-SERV.  Follow the menu prompts for Network Hardware.

Notice: This document may contain information about features, models, and/or functions, not currently offered for sale by IBM.  The inclusion of this information should NOT be interpreted as indicative that these features/models/functions currently exist in any IBM product or that IBM plans to offer them in the future.
3 Release 3.2 Feature Set Supported

The following hardware and software features are supported subject to the restrictions in this note with release 3.2.8:

3.1 New Hardware

3.1.1 IBM 8277 Nways Ethernet RouteSwitch:

8277 MODEL 132C/1032C-4C32-port 10BaseT switch, 2 fixed 100BaseTx uplinks with 1K/4K CAM

8277 MODEL 132CF/1032CF-4C32-port 10BaseT switch, 1 fixed 100BaseTx & 1 fixed 100BaseFx uplink with 1K/4K CAM

8277 MODEL 132F/1032F-4C32-port 10BaseT switch, 2 fixed 100BaseFx uplinks with 1K/4K CAM

8277 MODEL 232/2032-4C32-port 10BaseT switch, 1 uplink slot for a fast Ethernet or ATM sub-module with 2K/4K CAM

8277 MODEL 332/3032-8C/3032E32 to 96-port 10BaseT switch, 1 uplink slot with 3K/8K CAM

8277 MODEL 416/4016-4C16-port 10/100 BaseT switch, no uplink slot with 1K/4K CAM

8277 MODEL 524/5024-8C24-port 10/100 BaseT switch, 1 uplink slot with 3K/8K CAM

RSASM2-155FM-1, RSASM2-155FS-1, RSASM2-155FSH-1ATM uplink modules

RSASM2-155RFM-1, RSASM2-155RFS-1ATM uplink modules with physical port redundancy.

RSESM-100FM/FS-22-port 100BaseFx sub-module, 100Mbps, multimode/single mode with SC connectors

RSESM-100C-44-port 100BaseTx sub-module, 100 Mbps with RJ45 connectors

3.1.2 IBM 8274 Nways LAN RouteSwitch:

ASM-155FSH-1EW/2EW-4C1/2-port ASM OC-3 wide module, long reach single mode with 4K CAM

ASM-CE-155FM-2S2EW-4C 2 E1/2 serial circuit emulation ports + 155 Mbps ATM uplink, multimode with 4K CAM

ASM-CE-155FS-2S2EW-4C2 T1/2 serial circuit emulation ports + 155 Mbps ATM uplink, single mode with 4K CAM

ASM-CE-155FM-2S2TW-4C 2 E1/2 serial circuit emulation ports + 155 Mbps ATM uplink, multimode with 4K CAM

ASM-CE-155FS-2S2TW-4C 2 T1/2 serial circuit emulation ports + 155 Mbps ATM uplink, single mode with4K CAM

ASM-CE-DS3-2S2TW-4C 2 T1/2 serial circuit emulation ports + 45 Mbps DS-3 ATM uplink with 4K CAM

ASM-CE-E3-2S2EW-4C 2 E1/2 serial circuit emulation ports + 34 Mbps E3 ATM uplink, 1K CAM

CSM-AB-155FM/FS-2W 2-port 155Mbps OC-3/STM-1 adapter for CSM-U multimode or single mode 

CSM-AB-155FSH-2W2-port OC3 adapter board, long reach single mode for CSM-UW

CSM-AB-155C-2W2-port 155Mbps OC-3/STM-1 adapter for CSM-U, single mode 

CSM-AB-DS1-4W4-port DS-1 adapter for CSM-U

CSM-AB-DS3-2W2-port 45Mbps DS-3 adapter for CSM-U

CSM-AB-E1-4W4-port E1 adapter for CSM-UW (RJ-45).  Standard memory supports 2K VCs/port & 4,096 cell buffers/port. 

CSM-AB-E3-2W2-port 34Mbps E3 adapter for CSM-UW (BNC). Standard memory supports 4K VCs/port & 8,192 cell buffers/port.

CSM-AB-CE-E1/T1-4W4-port E1 or T1 AL-1 circuit emulation module for RouteCell, adapter for CSM-U

CSM-UW Universal Cell Switching Module.  3 NNI adapter board slots available

ESM-100-FS-8W-4C 8-port 100BaseFx (single mode) Fast Ethernet Switching Module with CAM support for 4096 MAC addresses.

ESM-FM-8W-2C/16W-2C8 dual/16 dual-port with ST connectors to 10BaseFL hubport or device., multimode and cam support for 2048 MAC addresses.

WSM-BRI-SC-1W/2W 1/ 2 serial ports and 1/2 ISDN BRI(U and ST interface) with compression

WSM-BRI-SC-1W/2W 1/2 serial port(s) supporting PPP or Frame Relay, 1 BRI (U and S/T) port supporting PPP.

WSM-FT1/FE1-SC-1W 2-port (1 serial and 1 Fractional T1 or E1(integral DSU/CSU)) with compression

WSM-FT1/FE1-SC-2W 3-port (2 serial and 1 Fractional T1 or E1(integral DSU/CSU)) with compression

8273 RouteSwitch:

RASM-CE-155FM-2S2E2 E1/2 serial circuit emulation ports + 155 Mbps ATM uplink, multimode 

RASM-CE-155FM-2S2T2 T1/2 serial circuit emulation ports + 155 Mbps ATM uplink, multimode 

RASM-CE-155FS-2S2E2 E1/2 serial circuit emulation ports + 155 Mbps ATM uplink, single mode 

RASM-CE-155FS-2S2T2 T1/2 serial circuit emulation ports + 155 Mbps ATM uplink, single mode 

RASM-CE-DS3-2S2T2 T1/2 serial circuit emulation ports + 45 Mbps DS-3 ATM uplink

RASM-CE-E3-2S2E2 E1/2 serial circuit emulation ports + 34 Mbps E3 ATM uplink

*New hardware must be supported by version 3.2 MPM software. ROUTEVISION applications must also be version 3.2 to support new hardware.

3.2 New Software Major Features in 3.2 Release:


IBM 8274 Nways LAN RouteSwitch
IBM 8277 Nways Ethernet RouteSwitch
8273 RouteSwitch

802.1Q Trunking on 10/100
X
X


ASM2 Traffic Shaping
X
X


ATM Signaling Performance
X
X
X

ATM Statistical Enhancements
X
X
X

Auto-Switch
X
X
X

Bi-directional Traffic Parameters
X
X
X

Binding VLANs
X
X
X

Default bridge mode change
X
X
X

DHCP VLANs
X
X
X

Dual Homing on FDDI
X
X
X

Dynamic CAC
X
X
X

Dynamic LANE
X
X


E.164 address support
X
X
X

Group Mobility II
X
X


ICMP Router Discovery (part of Advanced Routing)
X
X
X

ISDN
X



LANE Service Module (LSM) 

X


Multiple Users’ Sessions (Simultaneous Telnet)
X
X
X

RouteChannel
X
X


Port Mapping
X
X


PPP support
X
X
X

Soft PVCs
X
X
X

TR Port Mirroring & Monitoring
X
X


User Authenticated VLANs
X
X


VP Tunnelling
X
X
X

Virtual port increase to 32
X
X
X

WAN Routing Enhancements

     IP RIP Filters

     IPX Watchdog Spoofing

     NetWare Serialization Packet Filters

     SPX Keep-a-alive Spoofing

     Triggered IPX
X
X
X

New software features are only supported in version 3.2.8 IBM 8274 Nways LAN RouteSwitch software and are only supported by ROUTEVISION Version 3.2.8 applications.

Note:  For ATM interoperability testing results, please contact IBM Technical Support.

4 Unsupported Features in this release (3.2.8)

4.1 Unsupported Features by platform

"X" denotes features not supported in platform indicated.

Feature
IBM 8274 Nways LAN RouteSwitch
IBM 8277 Nways Ethernet RouteSwitch
8273 RouteSwitch
Comments

802.1q is not supported over RouteChannel. 
X
X
X
Support for IBM 8274 Nways LAN RouteSwitch and IBM 8277 Nways Ethernet RouteSwitch is planned for the 

4.1 release.

802.1q Trunking


X
Only supportable on Mammoth implementations.

802.5 LEC 
X
X
X
ATM continuation activity resulted in support for this feature being dropped in this maintenance release.  This will be corrected in the 3.2.9 release.

Group Mobility over Source-routing
X
X
X
Group Mobility is not compatible with Source Routing.

Hot swap of uplink modules. 

X

Uplink modules for the 8277 MODEL 232, 8277 MODEL 332 and 8277 MODEL 524 were not designed to be hot swappable.

ISDN 

X
X
IBM 8277 Nways Ethernet RouteSwitch support for ISDN requires the 3.4 release.  

Support is not planned for the 8273 RouteSwitch.

NHRP
X
X
X
Support has been dropped for NHRP in favor of LEC.

Non-Ethernet Router Port Encapsulation  

X

The 8277 MODEL 132, OS4016 and RS-424 Ethernet switches do not support Token Ring, Source Routing or FDDI encapsulation 

on the router port.

RouteChannel 


X
Support is not planned.

Port Mirroring 

X

Additional testing is required before it can be fully supported.

Port Monitoring 

X

Additional testing is required before it can be fully supported.

Translations from source routing to transparent bridging
X
X
X
Support for IBM 8274 Nways LAN RouteSwitch and IBM 8277 Nways Ethernet RouteSwitch is planned for the 

4.1 release.

UDP Relay 
X
X
X
UDP Relay is not compatible with Nways RouteTracker Manager VLANs.  

Full functionality is planned for the 4.1 release.

4.2 SNMP Agent does not support the following features:

· 802.1q Trunking 

· ATM Traffic Shaping

· CD6 Port Modes

· Ethernet 10/100 (Speed, Modes)

· LANE QoS

· LSM

· NHRP

· Port Mapping

· Port Monitor

· Token Ring Fiber

· Translations from source routing to transparent bridging are not supported (e.g. Token Ring source routing to Ethernet transparent).
· VP Tunneling


5 General Instructions and Notes for IBM 8274 Nways LAN RouteSwitch, IBM 8277 Nways Ethernet RouteSwitch and 8273 RouteSwitch.

5.1 General 

1. The very first packet received by a switch with RouteChannel enabled is sent out on all RouteChannel ports.
2. Each NI is shipped with a fixed number of MAC addresses.  One MAC address is used for each LAN port or ATM service.  When all MAC Addresses are used, the following error message is displayed “pmPortCreate(): couldn't allocate a mac address".  
3. Statistics on 802.1q ports are not recorded on IBM 8277 Nways Ethernet RouteSwitches
4. Due to the nature of Auto Tracker VLANs and the multicast router code, we cannot support multicast routing with Nways RouteTracker Manager VLANs.  Since a port can be located in multiple VLANs, it is impossible for the multicast router to be certain of the source network of the traffic stream.  This restriction will be lift

5. ed with the release of IP Multicast Switching which is currently scheduled for release 4.0.

5.2 Start-Up 

1. If you are upgrading from any IBM 8274 Nways LAN RouteSwitch software to Version 3.2.8, download the 3.2.8 software and  reboot the IBM 8274 Nways LAN RouteSwitch.  (Refer to Chapter 6 of the IBM 8274 Nways LAN RouteSwitch User’s Guide for details on software downloading and configuration.)

2. To perform an IBM 8274 Nways LAN RouteSwitch (version 3.2.8) installation with floppy diskette(s), which requires a PC, follow these instructions:

Insert the first floppy into the PC floppy drive, CD to the directory where software installation is to occur and type X:install (X = the drive letter for installation).  Instructions are provided for the remainder of the installation.

Warning:  File names handled by Windows95 32-bit application programs change the first letter to uppercase, which will not be recognized by IBM 8274 Nways LAN RouteSwitch operating system.  All filenames must be lowercase.

· Use ProComm 3.0 or any program that makes the target file names in all lowercases.

· If using other communication programs, make sure to rename all file names with lowercases before downloading them.

3. IBM 8277 Nways Ethernet RouteSwitch/IBM 8274 Nways LAN RouteSwitch/8273 RouteSwitch Passwords:
The following default users are defined:  diag, admin, user.  

The default password for all users is "switch".

4. When upgrading to 3.2.8, the mpm.cmd file must be set to rifStripping=1 to enable RIFStripping.

5. Upon initial start-up (or after removal of mpm.cnf file) of a system with large numbers of physical ports, primarily the 9 slot chassis, the message:  “File system compaction in progress…..” may be seen.  This is not a problem, unless it repeats indefinitely.  This message may be seen from time to time if network management functions are occurring.  Excessive repetitions may indicate a problem and IBM Technical support should be contacted.

6. Can not use NetWare login with authentication using XVSS client.

7. To configure more than the default of 32 virtual router ports, the user should add the following command to his mpm.cmd file after the cmInit command:  numVirtualRouterPorts=N where N stands for the number of Virtual Router Ports.  Please note that the virtual router ports come from the same pool of ports as all other virtual ports (bridge, trunk, Lane, etc.).  This means that the more virtual router ports he uses the fewer virtual ports that will be available.  There are a total of 254 virtual ports available. 

8. When downloading files using ftp, FAT filenames are changed to uppercase which makes files unreadable.  The user must change filenames to lowercase.  The following versions do not display this problem: WFWG of ftp version 32b, ChameleonNFS, and SUN’s PCNFS. 

9. Use of the “break” key on a terminal/PC will change the baud rate of the serial port connected to the IBM 8274 Nways LAN RouteSwitch.  The baud rate will cycle to the next highest baud rate. When it gets to 38,400, it will cycle back to 1200 baud. The cycle is as follows: 9600 ( 19200 ( 38400 ( 1200 ( 9600.

10. All parameters added to the configuration file MUST be placed after the line containing cmInit, and the switch must then be rebooted in order for the changes to take effect unless explicitly specified otherwise.
11. Caution:  DO NOT power down the IBM 8274 Nways LAN RouteSwitch during boot-up process.  Wait for the Login Prompt before powering down.  If the Login prompt does not appear after approx. 6 minutes, then power down and reboot.
12. Caution:  DO NOT power down during system file compaction. "File System Compaction in progress" is displayed on the console when compaction is in progress.  Powering down during file compaction will cause corruption of flash memory.
5.3 ATM 

1. The ATM Forum IISP Standard does not support a dynamic routing protocol for ATM NSAP addresses. Consequently, when connecting CSMs together via IISP in a LANE environment, the path to the LANE well known address  (wka = 47.00.79.00.00.00.00.00.00.00.00.00.00.00.A0.3E.00.00.01.00) needs to be statically configured on all CSMs not directly connected to the RouteMSS (or any LANE server).  The CSMs which have the directly connected server will learn the correct path via the ILMI address registration process.  You may abbreviate this to a shorter prefix and if a LANE Server becomes available, PNNI will favor that over the shorter prefix.

Additionally, addresses required for all ATM server connectivity must be statically configured.  This includes any LES/BUS  requirements.   The prpadd and pradd commands are used to add these routes.

2. Note: PNNI does not require that these addresses be statically added. To ensure proper operation, an ASM port should be connected to CSM ports and not back to back with another ASM port.  Back to Back connection of ASMs is supported only when PVC services are used on a physical port configured to be in PVC mode.  In otherwords, a physical port comes up as SVC by default.  If the user wants to connect ASMs back to back, it is the user's responsibility to use the map command and change the physical port to PVC type.

3. This version of software supports ATM SVCs on up to 10 ASM ports per switch.  Up to 16 LANE LECS are also supported per port and a maximum of 64 LECS per IBM 8274 Nways LAN RouteSwitch has been tested.  Only one service (either ELAN or PTOP) is supported per group on an IBM 8277 Nways Ethernet RouteSwitch ATM uplink.

5.4 Autoencapsulation 

1. In order to use Autoencapsulation feature, the user must create a dummy Nways RouteTracker ManagerVLAN.

2. Autoencapsulation will not work properly if the IPX server is down when the IPX client boots up.

5.5 Nways RouteTracker Manager VLANs 

1. When upgrading from version 2.0 or 2.1 software to versions 3.1 or higher with Nways RouteTracker Manager VLANs configured with router ports, user must first upgrade the software, remove those Nways RouteTracker Manager VLANs, reboot the switch and reconfigure those Nways RouteTracker Manager VLANs.

2. When a destination node is moved to a different location under Nways RouteTracker Manager VLAN, the source does not learn the new location until the destination node sends a packet.

3. SNA traffic on Token Ring and Nways RouteTracker Manager VLANs: If the user wants to configure Nways RouteTracker Manager VLANs for SNA traffic based on DSAP/SSAP protocol rules, it is recommended that the user also configures port rules for ports that connect the IBM 8274 Nways LAN RouteSwitch to the server.  The reason being that the servers normally will not generate traffic unless a client talks to it.  But before the client initiates the SNA session, it sends out the “Duplicate MAC test” frames which carry the SNA DSAP/SSAP values.  As a result, the client gets assigned to the SNA VLAN and subsequent SNA traffic will not go out on the server port as that port is not still part of the SNA VLAN.
5.6 Bridging 

1. If a port is set to bridge mode, and a PC is directly connected to the IBM 8274 Nways LAN RouteSwitch, the IBM 8274 Nways LAN RouteSwitch Spanning Tree will reconfigure when installed or rebooted (this is generally not a problem).  However if a network layer protocol is started at boot time (via the autoexec.bat) of the PC and is dependent upon a connection (such as an IPX connection), then the network layer process will not be able to start until the Spanning Tree process has completed.  In the event that the IPX client is unable to attach to its server the following steps may be used to solve the problem:

a) If only 1 client is attached, the port type can be changed to optimize device switching using the modvp command.  This configuration will turn off Spanning Tree.
b) If the system constraints allow, the Spanning Tree forwarding timer can be changed to a lower value.  This should not be done without careful consideration for the network needs of Spanning Tree.

c) If necessary, either the netx or VLM commands can be re-entered.  In some versions of NETX, the driver is loaded regardless of whether a connection is made.  When this occurs, the driver must be unloaded then rebooted.  NETX version 3.32 and VLM version 1.20 were used in the IBM testing and do not require an unload between commands.

2. A modification to the aging timer for transparent bridging will only take place on newly learned entries.  Any entries learned on the previous timer will time-out on that value. Once they time-out, and the entry is re-learned, the correct aging timer will be used.

3. When changing the encapsulation type (e.g., 802.3 to Ethernet II), you must reset the physical port either by pulling the physical cable out and reinserting it or using the User Interface commands to disable and then enable the port.
4. Each Group within the IBM 8274 Nways LAN RouteSwitch executes the IEEE 802.1d Spanning Tree algorithm.  Spanning Tree defines its bridge ID as the lowest MAC address of all the virtual ports attached to the given Group.  If a virtual port is moved from “Group A” to “Group B”, then a Spanning Tree reconfiguration may result.  If ‘Group A’s” bridge ID is the MAC address of that virtual port, then its bridge ID must change.  This will require a Spanning Tree reconfiguration.  If the virtual port added to “Group B” has a MAC address lower than all other virtual ports attached to “Group B”, a Spanning Tree reconfiguration must occur.  If the user performs such port moves via a Telnet session, they will experience a temporary lockout (up to 30 seconds) in their session, if Spanning Tree reconfigures on the Group supporting their Telnet session.

5. Spanning Tree must be configured OFF through the stc command in order for the Enhanced Diagnostics program to function properly.  This applies to version 3.0.2 and later.  The switch defaults to Spanning Tree ON.  Set it to OFF through the stc command, save the change, and power cycle.  If the problem persists, remove cfg/cnf files, and repeat the steps turning the Spanning Tree off.  

6. Spanning Tree on the IBM 8277 Nways Ethernet RouteSwitch is supported only if the ports are in "bridged mode".  Spanning Tree will not work if the ports are in "AutoSW" mode.
7. To make sure that the proper negotiation occurs for the switch to become the Spanning Tree root bridge, always set the priority of this switch accordingly.  Do not rely on the MAC address to determine which switch becomes the root bridge. 

5.7 Frame Relay

1. Multicast routing is not supported over frame relay connections that have multiple virtual circuits.  In order to use Multicast routing over a frame relay connection only one virtual circuit for the connection must be made.

5.8 Group Mobility 

1. If a group is declared to be a Default Group for Frame Relay Virtual Circuit creation, then it cannot be deleted, even if it is not currently being used.  Rmgp will display the message “Cannot delete.  Group has active entries.”   Work-around:  use the frm slot/port to remove the group as a Default and then rmgp. (PR 4549).

2. When changing your UNI port to PNNI or IISP and vice versa, you must change PNNI port to UNI and reboot the switch to have the changes become effective.

3. Maximum number of groups supported for ATM trunking is 31.

5.9 MPM Redundancy 

1. In a redundant MPM configuration, do not remove the primary MPM without performing a renounce command first.  Then extract the MPM
5.10 8273 RouteSwitch 

1. For 8273 RouteSwitch10U with RESM-AB-AFD (full duplex): Source learning will not flush the MAC table for the port when the cable is moved.  This occurs because the link never goes down on these full duplex ports.  This will cause traffic to continue to go to the old port and not flood.  The MAC will not move correctly to the new port. Wait until the source learning timer expires (normally 5 minutes) after removing the cable before reinstalling to the new port.

5.11 Port Mapping 

1. When making changes under the port mapping menu, the user must save and quit before changes are effective.

5.12 Port Monitoring 

1. For the IBM 8277 Nways Ethernet RouteSwitch 1032 and IBM 8277 Nways Ethernet RouteSwitch 4016, the Port Monitoring feature requires 32 Mbytes of DRAM.  It is not recommended to use Port Monitoring on high bandwidth ports, such as a backbone uplink.  Port Monitoring should only be used for monitoring stations.  Improper use could freeze telnet sessions under high load conditions.

5.13 Routing 

1. Vrouter port does not support FDDI-raw frame.  When vrouter ports are configured as Ethernet 802.3 and FDDI port as FDDI-raw, FDDI-raw packets received on the other side of router are not routed.

2. Multicast Routing is not supported over ATM CIP connections in Versions 3.0 and greater.  If this option is selected, the traffic will not be sent to these connections.  

3. In a topology where a loop exists, do not configure static routes on each of the switches (in the loop) such that each switch points to another switch (in the same loop).

4. There is a label “use_mrouted” which must be set to a non-zero value for mrouted to load and run.  Originally the presence of the file “mrd.img” was sufficient to activate multicast routing functionality.  Now the file must be present, and the “use_mrouted” flag must be set.  

This flag can be set by inserting the line: "use mrouted=1" into the mpm command file before the line which invokes cmInit.

5. There is a restriction on the trunking protocol which does not allow specific routed frames to get to FDDI trunks or ATM trunks when coming from TR LANE side.

6. Systems using the Advanced IP Routing software on media types with MTUs greater than 4K (Token Ring, ATM, etc) must set the “gated_recv_mtu” flag in the mpm.cmd file to indicate the MTU.  The syntax is “gated_recv_mtu = X” where X is the MTU size in bytes.  This line MUST be placed after the line containing cmInit, and the switch must then be rebooted in order for the change to be effective.  It is advisable to add 200 extra bytes to the MTU size so that the receive buffers are guaranteed to be large enough.  There are no restrictions on the values of this parameter.

5.14 System Requirements 

1. IBM 8274 Nways LAN RouteSwitch/IBM 8277 Nways Ethernet RouteSwitch Version 3.2.8 requires a minimum of 16 MB SIMM and 4 MB Flash.  (See Section 11-12)  IBM 8277 Nways Ethernet RouteSwitch 1032 and 4016 with 1K CAM will work with 8MB SIMM.

2. In release 3.2.8, the IBM 8274 Nways LAN RouteSwitch supports a maximum of 16,384 MAC addresses instead of the current maximum support of 12,282 MAC addresses.  This means that an 8274-900, equipped with Network Switching Modules (NSM) of each 2K CAM, will be able to address all the CAM space in each NSM without reconfiguration. 

3. Please see the Hardware Compatibility Matrix in section 19 to verify your IBM 8274 Nways LAN RouteSwitch platform is compatible with IBM 8274 Nways LAN RouteSwitch software version 3.2.8.
5.15 Token Ring 

1. Caution should be used when issuing the mrrtab command in the user interface.  There is a known problem that occurs when there are large numbers of routes defined in the system (>3000 routes).  Use the mrrnum command to display the number of known routes in the system.  Use of the mrrtab with large quantities of routes may cause the switch to hang, or crash due to lack of memory.

2. If TSM ports are configured to support either source routing (SR) or source route transparent (SRT) operation, the port should be connected to Ring In or Ring Out of the concentrator, but not to both.  This is for IBM Fiber RI/RO support only. 

5.16 ROUTEVISION 

1. All network management applications must load all IBM Version 3.2.8 MIBs.

2. XVSS client does not work over Token Ring.

6 Additional Feature Information for IBM 8274 Nways LAN RouteSwitch and IBM 8277 Nways Ethernet RouteSwitch

6.1 ATM LANE

6.1.1 802.3 LEC
All translations performed on outbound 802.3 LEC services are the same translations that are performed on outbound physical Ethernet ports. It should be noted that when the parameter use_translation is set to 0, all translations from dissimilar medias are still performed, and only translations on data frames from physical Ethernet media to 802.3 LECS will be disabled.  This option is provided to increase the performance when moving data between physical Ethernet media and 802.3 LANE. 

6.1.2 802.5 LEC

All translations performed on outbound 802.5 LEC services are similar to those performed on outbound physical Token Ring ports.  

6.1.3 LAN Emulated Client Start–up and Back-off Timers

The IBM IBM 8274 Nways LAN RouteSwitch LEC provides the capability of backing-off if the LEC notices calls being released or when multiple LECS on the same IBM 8274 Nways LAN RouteSwitch are being enabled at the same time (e.g. physical cable is disconnected/reconnected).  The amount (time in ticks) and nature (fixed/random) of the back-off period can be controlled using the variables described in the table below.  It should be noted that the adjustment of these values needs to be done only if the ATM Network (which the LECS are connected) is not capable of processing the total number of calls that could be generated by all the LECS connected to the ATM network.  This scenario is most likely to occur under the following two situations:

1. During a global reboot of all the LECS due to power on or power failure.

2. During a global attempt to join an ELAN when a central LANE server resource such as LECS/LES/BUS is disconnected/reconnected or some failure.

Each LEC needs to setup a call to the LEC/ LES and BUS before it stops retrying.  If any fails, the LEC backs off and continues the process of attempting to join the ELAN.

The default values are chosen so that calls to the LECS/LES/BUS are individually throttled by a time period of 16.66 – 266.56 milliseconds.

For 3.2.8, the default timers with comments are as follows: 
Default Timers
Description
Value

atmlec_randomize_throttle = 1
This flag determines if the procedure uses random back-off or fixed back-off.  Set = 1 for random back-off and  =0 for fixed back-off
0 or 1

atmlec_backoff = 300
The % back-off in both random and fixed can be controlled using the flag atmlec_backoff, by default + 500 (for 500%).
> = 100

atmlec_LECS_throttle_ticks = 32
All values for ticks should be a power of two (example 8, 16, 32, 64).  Each tick is 16.66 milliseconds.
Power of 2 and

> = 2

atmlec_les_throttle_ticks = 32
All values for ticks should be a power of two (example 8, 16, 32, 64).  Each tick is 16.66 milliseconds.
Power of 2 and

> = 2

atmlec_bus_throttle_ticks = 32
All values for ticks should be a power of two (example 8, 16, 32, 64).  Each tick is 16.66 milliseconds.
Power of 2 and 

> = 2

atmlec_LECS_retry = 7
Number of retries before rebooting the LEC
> = 3

atmlec_les_retry = 7
 Number of retries before rebooting the LEC
> = 3

atmlec_bus_retry = 7
 Number of retries before rebooting the LEC
> = 3

To modify these default timers, the mpm.cmd file needs to be modified. An example mpm.cmd file with modified timer values is provided below:

 cmDoDump=1 

 atmlec_LECS_throttle_ticks=64 

 atmlec_les_throttle_ticks=64 

 atmlec_bus_throttle_ticks=64 

 atmlec_LECS_retry=3

 atmlec_les_retry=3 

 atmlec_bus_retry=3 

 cmInit 

6.1.4 Plug and Play LECS

Starting with 3.2.1.5, when an IBM 8274 Nways LAN RouteSwitch is booted up with no configuration information or when an ASM is newly (was not an ASM slot before) , the default ATM service created on an ATM access interface will be a 802.3 LEC.

This means that all ASM ports (SAHI and MIDWAY based) and the FCSM LAN port will now automatically be in SVC mode (will run SSCOP and ILMI protocol) and each of the ATM interfaces will come up with a 802.3 LEC trying to join the ELAN named "default". 

*** There will no longer be the PTOP PVC of VC 100 by default ***

If configuration information for each of the ATM interfaces is already present, then you should see no change on these ATM interfaces, i.e. no new services are created. 

The LES/BUS being used (MSS or IBM 8274 Nways LAN RouteSwitch) should have the ELAN named "default" configured.  To make this configuration easy, enter the following command on "the" IBM 8274 Nways LAN RouteSwitch to be setup as the LES/BUS.

      autolesbus slot/intf.     ==> this will automatically setup an ELAN named "default".

Although a 802.3 LEC is created by default on each ATM interface as described above, only those LECS on an enabled (cable connected) physical interface will try to join. If the chosen LES/BUS is more than one hop away, do not forget to change the CSM ports to the PNNI type required.

All other service operations on this default LEC remains the same as in previous builds.

6.1.5  LANE Service Module

The following details the memory used in the LANE Service Module (LSM) assuming one LEC and one LES-BUS (one ELAN) is configured with the ELAN_NAME policy:

LSM code image (un-compressed):
500,000 bytes

LECS runtime memory
:
5,200  bytes

LES-BUS runtime memory
:
4,300  bytes

Message queue for AM
:
504,000  bytes

Message queue for Signaling
:
335,000  bytes

Message queue for Timer
:
2,000 bytes

Message queue for VSE
:
1,200 bytes
Total memory used:

1,351,700 bytes

· Each LEC will consume 4,618 bytes

If you have 60 LECS joined in the same ELAN, then it will be 60*4,618=277,080 bytes plus the 1,351,700 above which will come up with 1,628,780 bytes usage. If there are 60 LECS and 4 ELANs, divided into two ELANs, you need an additional 4,300 bytes for the second ELAN.

A single LSM will support up to 300 LAN Emulation Clients (LECS) and 10 ELANs (LES/BUS) which is an average of 30 LECS per ELAN. The BUS forwarding rate measured on SAHI is 50,000 packets per second.

The LECS Policy Value of ESI/Selector under the ATM Address Prefix is not supported in release 3.2.8. Any user input will have no effect in filtering, any LECS Configuration Request will pass this criteria if it is selected.

LSM LES/BUS redundancy cannot be configured on the same switch.

6.2 Authenticated VLANs

In order to use Authenticated VLANs, you must purchase the Authenticated Management Console: AMC-CP-1, AMC-CP-5, AMC-CP-U.

6.2.1 Server

The authentication server or AMC runs on an NT server or NT workstation 4.0.  The AMC software is produced by Check Point Software Technologies Ltd.

6.2.2 AMC Server Setup 

After starting the installation of the AMC, you will be asked about licenses.  The license that is already installed may have already expired. 

You can order a 30-day evaluation license from IBM (see price list) or the actual product which will include a permanent license for the AMC.  In order to obtain a 30-day evaluation license, use the key provided by IBM and log on to Check Point’s license web page.  You must select the option to get a license for the AMC.   The license you receive must include the word ‘vlan’ in the features.  You cannot use a FireWall-1 evaluation license for the AMC. A couple of licensing areas may be confusion but license the AMC as a management server. When asked about FireWall-1 version, respond with “3.0”.

After adding the new license, add an administrator.  Next, you will be asked to add GUI clients.   GUI clients are not required if you only manage the AMC from the NT system on which the AMC is installed.  If you wish to add a GUI client, add the name of the NT system on which you installed the GUI client portion of the AMC.  Verify that the name of the NT system running the GUI client software exists in the host file of the NT system running the AMC.

During the setup, you will be asked to add Remote Switches.  A remote switch is an authentication agent which is the switch running the user authentication software.  Add each switch (using the name that is configured in the NT system's HOSTS file for that switch) that will be in the user authentication configuration.  Upon adding the remote switch, you will be prompted for a password.  This password is the S/KEY password you will be prompted for when you configure the user authentication software on the switch.  After adding a remote switch in the AMC configuration for each of the switches involved in the user authentication configuration, the installation is complete.

The following information is in the Authentication Management Console Administrator Guide: User Authentication VLAN Server Software. 

6.2.3 Authentication Server Configuration

You will find the Authentication Management console in the Program Menu.  Select Policy Editor.  You will be prompted for a user name, password and AMC Server. The AMC Server name must match the NT system's configured name which can be found in Control Panel->Network under the identification tab.  The user name and password to enter are the user name and password you entered for the administrator during the server installation.  

You must configure network objects and users.  The network objects consist of a workstation object for the NT system on which the authentication server is running and a switch object for each of the switches involved in the user authentication  configuration.  You must also configure a workstation object for any system running as a RADIUS or Defender server.

Select Manage->Network Objects.  From New, select Workstation.  Enter the name of the NT system on which the server is running.  Now press the Get Address button (this only works if you have the IP address in the hosts file - found in winnt/system32/drivers/etc) or enter the IP address.  It is strongly recommended that you enter each of the systems in the HOSTS file.  Click on the 'DataBase Manager' check box in the lower left corner.  Then click on OK.  

To configure a network object for the systems hosting a RADIUS or Defender server, follow the same directions as above but clicking on 'DataBase Manager' is unnecessary.  The only thing you need to configure is the name and address.

To configure a network object for each switch, from Manage->Network Objects, press the 'New' button and select switch.  Enter the switch name and click on 'Get Address' or enter the address.  Then click on the 'Interfaces' tab.  Click on 'SNMP Get' to get all the interfaces from the switch.  You must already have all the authenticated groups and the client group configured on the switch at this point so the network object on the server will match the configuration on the switch.  Click on the SNMP tab and click on 'Get' to retrieve the information about the switch from the switch. Click on the 'VLANs" tab and click on 'SNMP Get' to retrieve information about all of the user authenticated groups on the switch.  You should see every network configured for user authentication on the switch displayed in this list.  Executing the vag command on the switch produces the same list of information.  Continue this until you have configured a switch network object for each switch.

To configure a RADIUS or Defender server network object, select Manage->Servers.  Click on the 'New' button and select the type of server you wish to configure.  Enter all of the related information.  The only tricky thing here is to know that the Host configured for the server is the system on which the RADIUS or Defender server resides and not the system the AMC is running on.

Now you can configure users.  Select 'Users' from the Manage menu.  You will see one object in the list.  This 'Default' is the default template.  To configure each user, select one of the templates available below 'Group' and 'Template' when you click on the 'New' button.  If you do not create other defaults, you will click on the only one available, 'Default'.  Enter the user name.  Select the Authentication tab.  Many authentication options are available.  Refer to the documentation or contact us for details on the various authentication mechanisms.  Under the 'Time' tab, you can restrict the time the user is able to authenticate.  Be aware that this does not restrict the time the user remains authenticated but only restricts the actual time the user can connect and attempt authentication.  Next, select the 'VLANs' tab to select the authenticated VLAN the user will be a member of.  From the list of VLANs, select the network and click OK to finish configuring the user.  

Finally, install the database.  This can be done from the user network object configuration dialog or from the main menu on the top of the main Policy Editor dialog.  This installs all of the changes in the database on the authentication server.  This must be done after any changes are made to incorporate the new changes into the daemon running under NT.

6.2.4 Authentication Agent Setup and Configuration  

You should already have all of the groups/VLANs configured for authentication.  Verify that group mobility is enabled on the switch by running the gmcfg command. Now start the authentication agent on the switch.  To do so, execute the fwconfig command on the switch.  (The fwd.img file must already be on the switch for this command to work.)  Executing this command, set the mode to 'authentication only', enable the state, enter the primary management station address (the IP address of the NT system running the AMC), enter the S/KEY password (the password entered for the corresponding remote switch either during the AMC installation or from the Configuration dialog), and the time zone. 

After the command finishes, you will see a message indicating that the loadable modules have been successfully loaded and the corresponding tasks successfully spawned.  The message looks like 

fwdSpawn done! fwdTaskId = 0x481BB1F8

vauthdSpawn done! vauthdTaskId = 0x481A6D40

Executing the fwconfig command again and choosing to view the existing configuration you will see the state of the connection to the server listed as "The state of the connection to this manager is:”.  It should show “CONNECTED”.  (If “NOT CONNECTED” displayed, see TROUBLESHOOTING below for help.)

Now the agent is configured, running and connected to the authentication server.

6.2.5 Authenticated VLAN Client  

The client software can be installed on Windows 95 or NT.  Before installing, verify that the DLC protocol is installed.  When using DLC on Windows 95, you must obtain an updated DLC from Microsoft.  The file is called MSDLC32.EXE and can be obtained on ftp.microsoft.com under the Softlib/Mslfiles directory.

6.2.6 Troubleshooting

1. If the SNMP Get button does not work during the network object configuration for the switch, the NT system running the AMC cannot see the switch.  Verify that the correct IP address is configured for the switch in the HOSTS file and verify that you can ping the switch from the NT system running the AMC.

2. If the switch continues to report the log authentication failed, you are experiencing a problem with S/KEY password negotiation between the authentication agent and the server.  This occurs when the authentication server (AMC) and the switch cannot sync up their connection using the configured S/KEY password.  Go into the Configuration dialog and enter a new password for the remote modules corresponding to each of the switches.  Verify that each of the switch names used in the configuration of each Remote Switch and for each Switch Network Object is the same as the name that is found in the HOSTS file on the NT system running the AMC.  Then reboot the server.   On the switch, run the fwconfig command again and change the S/KEY password to the new one just set on the AMC.  Occasionally, it takes a couple of tries, but this will enable the AMC and the switch to sync up the S/KEY passwords.

3. If telnet authentication does not work at all, make sure your telnet port is configured as a port accepting telnet authentication requests (using the avlports and avlsports commands).  Verify that you are telnetting to the correct address and port.  For example, your authenticated network is group 2 configured with an IP router port of  10.0.0.100 in the 10.0.0.0 network.  The client is configured with the address of 10.0.0.1 and is attached to port 2/12 that is configured as a port in group 3, the client group with no IP router port.  The port 2/12 is configured as a telnet authentication port and is displayed when  the avlsports command is executed.  The default telnet authentication address is 10.0.0.253. You would telnet from your client to 10.0.0.253, port 259.

4. The AV-Client used for authentication is not supported with Token Ring endstation.  Token Ring clients can use the Telnet method of authentication.  Please see the User Manual for detailed steps.

5. The clients are able to authenticate correctly and seem to function correctly for a short period of time but do not remain in the authenticated group.  The unintentional moving of clients out of the authenticated group can be caused by two things: one, the regular timeout was reached, or two, group mobility is not enabled on the switch.  Use the gmcfg command.

6. Under RADIUS server configuration, the version pull-down menu only lists RADIUS version 1.0.  This does not imply that only version 1.0 works.  Check Point has successfully tested with many versions of RADIUS from various vendors with no problems.  The AMC functions with RADIUS challenge and response methods implemented by various RADIUS server vendors including RACAL.  See Check Point’s web page for RADIUS servers tested and supported.

7. Using the mag command you can add a port binding rule to an authenticated group.  You then can add, modify or remove port binding rules from the group using the modatvl command.  You cannot use the mag command again to add a new port binding rule to the same group, you must use the modatvl command.  The mag command simply allows you to add the first port binding rule to an authenticated group that previously had no port binding rules. 

8. When starting the Policy Editor, you cannot connect to the server.  After the timeout, it says that it cannot connect to the server yet in the services dialog, it shows that the firewall daemon is running.  If you see this, verify that the name you entered for the AMC server matches the name of your NT system.

9. You can authenticate, but you still do not belong to the authenticated group you are configured into.  Double check that you used the correct license.  Licenses obtained from the Check Point WEB page are only usable on the AMC if the features of the license include "vlanl", "vlan5" or vlans". If you use a Firewall-1 license, the AMC will appear to work but will not grant the user the actual authentication into an authenticated group configured on the switch.

6.2.7 Helpful Hints and other Notable Information

1. Use the macinfo command to verify that the MAC address of the client belongs to the correct group.

2. 
Turning off Spanning Tree on the client ports eliminates the wait for the port to become active.  Setting the port to Optimized will eliminate this delay BUT be aware that setting the port to optimized will eliminate the ability to time the MAC addresses out.  In order to maintain the timeout on the ports, Spanning Tree must be running on the port.   If timeouts are required and you do not want to run Spanning Tree, contact customer support for details on how to configure timeouts on optimized ports.

3. When creating a new group, all currently authenticated clients will be removed from their authenticated group and put back in the group their port is configured in.  When creating or modifying a group, the groups are flushed and rules are relearned.  This causes all of the authenticated clients to be flushed from their authenticated groups.  

4. Changing group configuration on the switch causes all of the groups to be flushed.  The result is that all authenticated clients are flushed back to their original groups requiring re-authentication.  Always remember to update the switches configuration on the AMC when changes in group configuration have been made.

5. Make sure DNS is working correctly on the NT system running the AMC.  If NT tries to use DNS and cannot reach the DNS server, the installation will take a very long time to finish.  Disabling DNS completely during installation will allow the installation to proceed much faster.

6. Verify that the NT system's name and the name used in the AMC's configuration for the NT system (the workstation running the AMC) match.  These two names must be the same and the name must be in the hosts file or the Policy Editor application gets confused.

6.3 Binding VLANs

The IBM 8274 Nways LAN RouteSwitch and IBM 8277 Nways Ethernet RouteSwitch support a feature called Binding VLANs.  Binding VLANs allow the user to define policies for mapping a

specific traffic from a specific port to a specified VLAN. 

Network Administrators are always looking for the right balance of security for their networks. For some, a firewall at their Internet access

point is sufficient. Others want access lists or additional firewalls within their Intranet routing functions.  However in some networks,

network administrators want to go one step further and are seeking to restrict user access by binding (or configuring) a port with one or

more specifically allowed device addresses (i.e. MAC, IP address). This binding enables an additional level of security, because only

specifically defined devices have the privilege of access to the network through a particular switch port. Users are configured for access

through one or more ports and optionally across a set of VLANs. 

IBM calls this feature Binding VLANs. More often than not, users need to be in more than one VLAN. This is simply accomplished by

configuring the user as a member of more than one VLAN. 

A device (or user) can be identified by: 1) Port, MAC and IP address; or 2) Port, MAC address and protocol type; or 3) Port, and protocol.

In fact, when this type of policy is used, one or more devices can be attached to the port. Each device can be a member of

more than one VLAN if desired. When traffic is received and the originating device does not match any of the binding policies for the

port, the traffic will be discarded and network management is notified. 

Some users require that a single device be a member of multiple VLANs.  This is possible by defining a binding VLAN policy for each

VLAN in which a device needs to be a member. 

When using the third option, port and protocol, the policy is in effect creating a filter applied to traffic of the specified protocol type from the

incoming port.  The filtered traffic can be grouped into a VLAN that can be propagated or even discarded. 

6.4 Content Addressable Memory (CAM): Advanced Uses (IBM 8274 Nways LAN RouteSwitch)

This overview assumes the reader has a basic knowledge of the CAM's function in an IBM 8274 Nways LAN RouteSwitch. It is intended to address advanced uses of the CAM, such as restrictions, configuration, and the page architecture of CAM. It also provides several examples to illustrate how the CAM is allocated to switching modules.

The Goal of CAM

Without any user configuration, every switching module, (regardless of the number of CAMs present by it), should come up upon a reset or after a reboot.  There are restrictions to CAM usage. The main restriction is that only 16K of CAM is available in the entire switch due to limited VRAM memory. However, when the number of CAMs exceeds the maximum allowed, the user should be able to configure the proper CAM usage on each board (via the camcfg command) to get as close to the maximum limitation as possible.

CAM's Page Architecture

Structurally, the switch's CAMs consists of 16 x 1K pages of memory numbered from 0 to 15. A page ID identifies each CAM page and is also used to differentiate the CAM allocated to each slot. 

Switching modules with 2K or 4K of CAM must start CAM allocation on an even page (i.e., page ID 0, 2, 4, etc,). In addition, if multiple CAM page IDS are needed for a 2K or 4K module, then those page IDs must be contiguous.  

Boards with 1K of CAM are first initialized as page ID 15, then page ID 14, then page ID 13, etc. Boards with 2K or 4K of CAM are first initialized on Page ID 0. So 1K CAM boards start at the bottom of the CAM page structure and 2K and 4K boards start at the top of the CAM page structure. A 4K CAM module in slot 2 may use Page ID 0 (an even page) through Page ID 3, and a 1K CAM module in slot 3 may use Page ID 15. Modules cannot share MAC entries because each MAC entry is unique in the switch.

The MPM and Page 0

Since the CAM database is only used for MAC learning, only 128 entries are needed by the MPM to store router port MACs. Page ID 0 is always used by the MPM CAM. The extra 896 entries in Page ID 0 that the MPM does not need can be used by modules in other slots.  Any board using Page ID 0 may have 128 entries deducted from its CAM usage because those entries are used by the MPM.  

Since the MPM uses 128 entries of the total 16K available in the switch, the maximum number of entries that can be learned by switching modules is actually 16226 instead of 16786.

CAM Initialization

A successful initialization of CAM is important. If CAM initialization on a board fails, then that board will not come up properly. With no user-configuration of CAM, the switch software tries to initialize and set up all CAM available on each module. As long as there is available memory, this is possible.

If there is not enough memory for the entire CAM or the configured amount of CAM on a module, the switch will attempt to find room for 64 contiguous CAM entries.  This minimum amount of CAM is enough to initialize the CAM and allow the board to come up.

If 64 contiguous entries are not available, switch software will take 64 entries way from another board, which will usually be the board in the last slot. In this case, the switch will reinitialize the CAM so the board can come up. A warning message similar to the following will be displayed to notify the user during the reboot or reset:

        slot x: Cam usage was reduced to y so it can be properly initialized!

The user can see the CAM use by each module through the camstat UI command.

During a reboot, the switch usage does not know the number of CAMs on a board until the Chassis Manager software initializes the board. Also, boards do not necessarily come up in sequential order (e.g., slot 8 may come up before slot 7). Therefore, CAM page assignments may be altered after hot swapping multiple boards, and hot swapping may also affect the CAM usage by each board.

Restrictions for 2K and 4K CAM Boards

The restrictions for 2K and 4K CAM boards (i.e., CAMs must start on an even page and those pages must be contiguous) can mean that every CAM page ID entry may not be used. 

The camcfg command

The camcfg command is used only when the total number CAMs in the IBM 8274 Nways LAN RouteSwitch exceeds the limits. This command allows you to configure the amount of CAM you want a board to use regardless of how much physical CAM is present on the board. You must reboot the IBM 8274 Nways LAN RouteSwitch before a new CAM configuration takes effect. The camcfg command is described in Chapter 12 of the IBM 8274 Nways LAN RouteSwitch User's Manual.

An Example using the camstat Command

The camstat command allows you to view the number of CAMs and the configured CAM usage for each slot.  The following is a sample of a camstat display:

 Slot  
# of CAMs
Cfg Usage
Adj Usage 
Max Avail
Actual Usage 

-----
---------
---------
---------
--------
------------

  2       
1
 0
960
954
100 

  3      
2
1500
1536
1503
0 

  4       
4
0
4096
4085
0 

  5       
4
3000
3008
2997
0 

  6       
4
2800
2816
2807
0 

  7       
1
64
64
47
0 

  8       
4
1500
64
51
0 

  9       
4
0
64
59
0

Slot  - The physical slot number where the module is located.

 # of CAMs - The actual size of the CAM installed on this module.

Cfg Usage - The amount of MAC entries configured for this slot through the camcfg command. A value of '0' indicates no configuration has been performed and the entire CAM is used.

Adj Usage - The number of entries actually allocated for this CAM.  The number of MAC entries is always rounded to a multiple of 64. If Page 0 is being used, then 128 entries may be deducted from the amount. These 128 entries are used by the MPM.

Max Avail - Some entries in the CAM are reserved for internal use. This column shows the number of entries available for MAC learning.

Actual usage - The total number of MACs learned on this slot.

Some highlights in the example:

Slot 2 has 1K of CAM with no configuration. Only 960 entries are allocated because 128 entries are being deducted for use by the MPM. Only 954 entries are available for MAC learning and 100 MACs have already been learned.

Slot 3 has 2K of CAM and is configured to use 1500 entries. The Adj Usage column shows that the number of CAM entries used is rounded up to 1536.

Slot 8 has only 1K of CAM but is configured to use 2500 entries. The software will not allocate more entries than the size of an actual physical CAM. In addition, the Adj Usage is reduced to only 64 entries because there was not enough memory to use all available CAM on this board.

Slot 9 has 4K of CAM with no configuration. The Adj Usage is also reduced to only 64 entries because there was not enough memory.

6.5 CSM/FCSM Hot Swap Instructions

The following instructions are recommended when performing hot swap with CSM and FCSM modules: 

1) The Swap command should be on when pulling or inserting CSM and FCSM modules

2) Before pulling the CSM module, disconnect all CSM ports on that CSM module

3) Pull the CSM Module

4) Wait for OK2 LED on MPM to return to blinking green 

5) Insert CSM module

6) Wait for OK2 LED to return to blinking green on the MPM module and the inserted CSM module

7) Reconnect any CSM ports

Currently if an FCSM is pulled and reinserted, the LECS attached (externally) to that chassis might not rejoin the ELAN and stay in the initial state (PR 10780).  This is an external ASM LEC problem.  One of the following workarounds must be used to bring the attached external ASM LEC back up:

1) Disconnect the LECS before hot swapping the FCSM or

2) Use mas to bring the LEC back up after hot swapping the FCSM.

When FCSM is Hot Swapped in large networks, ASM side of signalling stack releases all the new call setup requests.  PR 13961 & 13960

The following workaround must be used:

1)
Before pulling FCSM module, disconnect all CSM ports on all CSM modules on that switch

2) 
Wait for all the calls to be released

3) 
Pull the FCSM module

4) 
Wait for OK2 LED on MPM to return to blinking green

5) 
Insert the FCSM module

6) 
Wait for FCSM initialization to complete

7) 
Wait for OK2 LED to return to blinking green on MPM and inserted FCSM module

8) 
Reconnect all CSM ports

6.6 CSM-PNNI MTU Size Configuration Guidelines

This document is being provided as additional design guidelines for building a core ATM-based network running PNNI, when using the IBM 8274 Nways LAN RouteSwitch with RouteCell modules. 

The design guidelines take into consideration that the PNNI frame sizes used have a direct impact on the ability to have a certain number of CSM (Cell Switching Module) ports operational in one IBM 8274 Nways LAN RouteSwitch. PNNI frame sizes will vary depending on what type of information is being sent between PNNI nodes. It ranges from 16 bytes to 8192 byte sizes. The most frequently sent message is the “hello” message – it consists roughly of about 100 bytes. However, database summaries and PTSE’s (PNNI Topology State Elements) that are exchanged between switches can run from 64 to 8K frame sizes. As the support for frame sizes become larger, the total number of CSM ports you can have on a switch becomes smaller.  
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The chart above illustrates that if you need to support PNNI frames of up to 8192 bytes, the total number of CSM ports that you can have in the chassis is limited to 21 CSM ports. 

It is also recommended that the maximum number of PNNI neighbors per PNNI node should be less than, or equal to, 30 neighbors. Having more than 30 neighbors will trigger higher CPU utilization on the MPM , unless the Hello timers are re-configured [using the pmcfg command] with higher values. 

The frame sizes are configurable [using the command MAP slot # / 2 on the FCSM] and these are our frame size recommendations:

· Small to Medium networks (up to 20 PNNI nodes ) : 
2048 to 6144 bytes

· Large size networks (more than 20 nodes):
8192 bytes

By default, IBM switches will not originate frames larger than 2K bytes. In an all-IBM network re-configuration of the MTUs is not required. However, if you plan to have a multi-vendor ATM network, it is recommended that you use the 8K frame size, and also limit the number of CSM port connections to less than or equal to 21 per IBM 8274 Nways LAN RouteSwitch. As an example, if the PNNI node is required to support up to 8K frame sizes, you can configure up to 21 CSM ports running PNNI. 

[Note: this recommendation applies only when the FCSM-155 module is used; this is not applicable to the FCSM-622 and MPM-CW modules]. 
6.7 Duplicate MAC Support on IBM 8274 Nways LAN RouteSwitch

In some network configurations, the IBM 8274 Nways LAN RouteSwitch must interoperate with servers and routers that carry the same MAC address on multiple interfaces.   Switch software supports these duplicate MAC addresses. Chapter 11 of your IBM 8274 Nways LAN RouteSwitch Users' Manual describes this feature.   Support for duplicate MACs can be limited by the lack of internal memory and CAM space.  However, since there are usually a small number of servers or routers in a given network, this limitation usually is not a problem.  It is not recommended that you bridge multiple VLAN Groups together as this causes most MAC addresses learned to become duplicate entries.

6.8 ESM-100C-12, ESM-100F-8, and ESM-C-32 modules 

The ESM-100C-12 and ESM-100F-8 do not have adequate bandwidth to provide full-wire throughput with full-duplex enabled on all the ports at 100 Mbps.  A rule of thumb on ESM-100C-12 modules: Ports 1 to 6 have approximately 700 Mbps bandwidth to use, and ports 7 to 12 also have 700 Mbps of bandwidth. Use these to calculate the expected available full throughput (100 Mbps used for half duplex ports and 200 Mbps used for full duplex ports).  Similarly, on ESM-100F-8 modules: Ports 1 to 4 have approximately 700Mbps bandwidth and ports 4 to 8 have 700MBps bandwidth.  Note that this limitation does not apply to ESM-C-32 modules.    

For example, the following configuration will only consume 630 Mbps out of 700 Mbps available. 


       PORTS
SPEED

DUPLEX


Port 1 through 3
100Mbit
Full


Port 4 through 6
 10Mbit
Half

Another example, shown below, consumes all available 700Mbps of bandwidth.

 
       PORTS
SPEED

DUPLEX


Port 1 
100Mbit
Full


Port 2 through 6
100Mbit
Half

Configurations with more than 700 Mbps allocated will likely result in lost and errored packets depending on traffic patterns.

1. The 10/100 and Full/Half Duplex Configuration: The 10/100 and half/full duplex port configuration is only available from the UI.  The SNMP management objects for these variables will be included in later releases. 

2. ESM-100C-12, ESM-100F-8, and ESM-C-32 modules do not maintain statistics on the number of frames discarded due to the flood limit.  The statistic shows as 0.

3. ESM-C-32 card will not operate outside of (100ppm tolerance of 16 Megahertz specified in Ethernet Specifications. ESM-C-32 will operate up to (200 ppm.  However, we have observed some NIC cards which are in the tolerance range of  (500 ppm.

4. The IBM 8274 Nways LAN RouteSwitch supports up to 253 virtual bridge ports, therefore, an IBM 8274 Nways LAN RouteSwitch with 8 ESM-C32 modules has a total of 256 physical ports but will not be able to use more than 253 ports.   The last 3 ports in slot 8 are not useable.

5. Port mapping is supported on the following Mammoth based Ethernet boards:  ESM-100C-12, ESM-C-32, ESM-100FM-8, ESM-100FS-8W-4C

6.9 Optimized Ports on ESM-100C-12, ESM-100F-8, ESM-C-32 and IBM 8277 Nways Ethernet RouteSwitches

The ESM-100C-12, ESM-100F-8 AND ESM-C-32 and IBM 8277 Nways Ethernet RouteSwitches will flood packets with unknown destination addresses on ports configured for optimized device mode.

To prevent this from occurring, the following can be entered in the mpm.cmd file:

MamOptSwtchPorts=1

A negative effect of this is that multicast will not be forwarded out of this port either.

NOTE:  If the port is set to optimized and has not learned a MAC address, it will flood these packets out regardless of whether the above command is used.
6.10 Group Mobility

This section only applies if the user is currently using Group Mobility in 3.1 and user wants to upgrade to 3.2 using Group Mobility. 

Follow these instructions: 

Remove the VLANs that have been configured for group-mobility in 3.1. 

Take "group_mobility=1" out of the mpm.cmd file. 

When loading 3.2: 

Create the mobile groups desired and reconfigure the policies for those groups. 

Perform the gmcfg command to enable Group Mobility on the switch. 

It is not required to do the rm mpm.cnf command on the UI shell when loading 3.2. 
6.11 HSM2 Modules

The HSM is the base switching intelligence for all IBM switching modules except for the 10BaseT switching modules.  The HSM2 is an enhanced version of the original HSM, which provides improved performance, specifically for two-way traffic.  

HSM2 support requires software release 2.0.5. or later.  If any modules in the chassis are equipped with HSM2s, software release 2.0.5 or later must be loaded on MPM.  

Since the release of 3.0 all network interface images, except for FESM2 and WSM2, are compatible with HSM and HSM2.

6.12 IBM Support for Functional Address (IBM Spanning Tree)

1. The user can enable on a per Group basis the IBM Spanning Tree algorithm.  This capability is provided by one of the menu items under the ‘stc [Group ID]’ command.  When the user selects IBM Spanning Tree, the IBM 8274 Nways LAN RouteSwitch automatically sets the default values for maximum age, forward delay, and hello time (6, 4, and 2 seconds, respectively) as seen in the subsequent menu items.  Unlike the IEEE Spanning Tree algorithm, in the IBM Spanning Tree algorithm these values are fixed.  However, for consistency in menu displays, IBM chose to not only display these values as in the IEEE Spanning Tree case but, in addition, enable the user to change them.  In fact, the user should not change these values.

2. The default Spanning Tree algorithm for each Group is IEEE.  If the user wishes to change Spanning Tree parameters on a per Group basis through use of the ‘stc [Group ID]’ command, at least 1 virtual port needs to be attached to the Group.  An error message is displayed to this effect if the user selects the ‘stc [Group ID]’ command and there are no virtual ports attached to the specified Group.

3. When the user selects IBM Spanning Tree, additional default settings are carried out as follows:

a.  all virtual ports attached to the Group in question whose physical port is either 4Mb or 16MB token ring are initialized to use Functional rather than Group addresses; 

b.  all virtual ports attached to the Group in question whose physical port is neither 4Mb nor 16Mb are set to manual forwarding mode; and,

c.  as additional virtual ports are attached to the given Group, rules a) and b) are applied.

Virtual ports that are in manual forwarding state means that they are not participating in any flavor of Spanning Tree (neither IEEE nor IBM).  Since this state occurs automatically as a result of rule b), IBM decided to forward any IEEE Spanning Tree frame received on such a port to all other virtual ports in the Group that are in manual forwarding state.  This is to prevent a loop in the topology as a result of applying rule b) mechanically.

4. For a Group configured for IBM Spanning Tree, the user can override the default settings at his or her discretion.  However, as a general rule, overriding the manual forwarding state to enable IEEE Spanning Tree on that port only is not recommended.  The user is now running a “hybrid” of IBM and IEEE Spanning Tree within the same Group.  This may have some unintended consequences, and, although not forbidden, is not recommended.

5. IBM SRT bridges send on token ring an IEEE-style BPDU with an STE RIF (0xC200).  We do not support this mode of operation.  The IBM 8274 Nways LAN RouteSwitch will neither process nor forward these frames. 

6. IBM Spanning Tree uses the following 48-bit Functional Address (FA) given in canonical form to transmit BPDUs: hexadecimal 0300 0000 8000.  IBM has discovered that IBM clients and servers use this address to transmit data.

7. With the current architecture of the IBM 8274 Nways LAN RouteSwitch, we cannot support the same FA for data and Spanning Tree.  The FA for IBM Spanning Tree is programmed into our MPM CAM; therefore, all data frames with this FA are claimed by the MPM.  This prevents the data from passing through our switch. However, we provide the following workarounds:

· There exists an mpm.cmd settable global variable faBpGrpDisable such that when set to 1, Spanning Tree will not program the FA into the MPM CAM.  This works for those environments that are not running IBM Spanning Tree.  The setting of the variable faBpGrpDisable should be placed BEFORE the cmInit command in file mpm.cmd.

· There exists an mpm.cmd settable global variable faBpGrpOverride which allows the user to set the lower 32-bits of the FA to some value other than hexadecimal 0000 8000 which is the lower 32 bits of the IBM Spanning Tree FA.  The upper 16 bits are always hexadecimal 0300.  This works for those environments whose applications use FA hexadecimal 0300 0000 8000, who need IBM Spanning Tree, and whose switches are all IBM or third-party bridges / switches whereby their IBM Spanning Tree FA is configurable.  The setting of the variable faBpGrpOverride should be placed BEFORE the cmInit command in file mpm.cmd.  

6.13 MPM Upgrade 

Release 3.0 and greater requires 16 Mbytes of DRAM memory.  For units in the field, there are two field upgradable memory upgrades for the MPM.  One model number is MPM-UK-16MB, this upgrade kit expands the Management Processor Module DRAM memory to 16 Mbytes.  The upgrade includes one 16 Mbyte SIMM and installation instructions. The other is MPM-UPGR-32MB, this upgrade kit expands the MPM module DRAM memory to 16 Mbytes, it also expands the FLASH to a total of 8 Mbytes.  This upgrade includes one 32 Mbyte SIMM and installation instructions. IBM memory is required for all MPM upgrades.
6.14 IBM 8277 Nways Ethernet RouteSwitch Reboot Routine

ERROR MESSAGE:   cmDoStateP4Done(3): Download failed

This most likely cause of this error message is a missing image (code) file needed for IBM 8277 Nways Ethernet RouteSwitch operation.  The files which may be missing from the flash are:

        em4.img    All IBM 8277 Nways Ethernet RouteSwitches need this file

        ae4.img    IBM 8277 Nways Ethernet RouteSwitches with ATM uplink need this file.

6.15 PNNI - Configuring Node-Specific Parameters

If a pncfg command has been issued on a 3.1.X switch, it will store the user's node id/address configured.  If the administrator did not modify the node id or address, pncfg will store the factory default address.

If the user then upgrades to 3.2, the node ID will be the same as it was in 3.1 and prior builds.  Once the user upgrades their 3.1.X switch to 3.2.8, they need to issue the pncfg command and change it to the new prefix.  When PNNI configuration has been changed using the pncfg, a flag is set which will tell PNNI whether it should use the 3.2.8 factory defaults or the user configured prefix.

After upgrading to 3.2, the user must verify that the address summary matches the node ID(in the first 13 bytes).

6.16 PNNI Identifiers: ATM Address and Node ID 

In releases prior to 3.2, the default node level was 96(in decimal notation). In release 3.2, the default level is 80(in decimal notation). Therefore, if you have an existing IBM 8274 Nways LAN RouteSwitch network with PNNI nodes residing at the old default level, you will have to reconfigure the Node IDs for either the new nodes or the old nodes if you want all nodes to be in the same peer group. 

The ATM address for a node in a Single Peer Group Network for the 3.2.X switch is as follows: 

3903488001bc90000101xxyyzz0020daxxyyzz00

where xxyyzz is the 3-byte IBM 8274 Nways LAN RouteSwitch-specific ESID for the mpm in this chassis. 

For example the following are the steps for reconfiguring the 3.1.x switch Node ID and Peer Group ID in order for the 3.1.X switch to be in the same peer group as the 3.2.X switch. 

pncfg slot/port 

                 ATM PNNI Node-specific Configuration 

     (Will be defaulted to bracketed values if unspecified) 

 1)
ATM address of this node(hex)   : Unspecified 

    

[3903488001bc900001000100010020da7f6bc000] 

 2)
Node ID (without level and rsvd): Unspecified 

    

[3903488001bc900001000100010020da7f6bc000] 

 3)  
Local node level            [96]: Unspecified 

 4)  
Admin status (up,down)      [up]: Unspecified 

 5)  
Timer configuration sub-menu 

To configure a parameter, type "item = value"  (as in 3=100) 

To quit out of configuration, type "quit" 

To save the configured info, type "save" 

 
:1=3903488001bc900001017f6bc00020da7f6bc000 

 
:2=3903488001bc900001017f6bc00020da7f6bc000 

 
:3=80 


 :save 


 :quit 

Enter pnin command to verify the current configuration values for this node, such as its Node ID and ATM address after changes are made. 

                    ATM PNNI Node Information

 Node ID:
50a0 3903488001bc900001017f6bc00020da7f6bc000 

 ATM address of this Node:
3903488001bc900001017f6bc00020da7f6bc000 

 Node level:
50   (80 decimal) 

 Peer group ID: 
50   3903488001bc90000101000000 

 PNNI node index:
1 

 Administrative status:
ENABLED
Operational status: 
UP 

 Lowest level node: 
True
Restricted transit:
False 

 Complex representation: 
False 
Restricted branching: 
False 

 Address summarization:
Configured (and operational) 

 Summary address:
3903488001bc900001017f6bc0

6.17 PNNI and Redundant MPM's

When the node ID is unspecified, the node ID changes when the secondary MPM takes over.  To prevent this failover problem, one must specify the default, save it to the configuration file, and then perform an image sync as follows:

1) Execute pncfg on the primary and set items 1,2,3, and 6 to the defaults (from unspecified …)

2) Save the data and force the changes to take immediate effect

3) Execute a configsync (immediately …)

Optional:

4) Execute renounce (to verify that the values are on the redundant MPM)

5) Login to the (now) primary

6) Execute pncfg or pninfo and verify items 1,2 3, and 6…..

6.18 Simm Flash Module

The following files MUST be in /flash:

The boot file
-
mpm.img
See below.

The startup script
-
mpm.cmd
See below.

Configuration files
-
mpm.cfg AND mpm.cnf

The Log file
-
mpm.log (this may change)

Redundant MPM issues with 32MB/56MB SIMM/flash:

A file in /flash can only be transferred to /flash on another MPM.

A file in /simm can only be transferred to /simm on another MPM.

This applies to imgsync, mpmstore, mpmreplace, mpmload and mpmget.
7 Memory Requirements for IBM 8274 Nways LAN RouteSwitch, IBM 8277 Nways Ethernet RouteSwitch and 8273 RouteSwitch

Version 3.2.8 requires 16 Mbytes of DRAM and 4 Mbytes of Flash memory. Configuration information is stored in FLASH in addition to the compressed file images.  See the following table for the flash memory required for each module.

Filename*
Image Size (Bytes)
Module Type

mpm.img
1,613,610
MPM, MPM II or MPM-1G image.

mpm.cmd
18 
MPM, MPM II or MPM-1G command file containing system commands for booting.

mpm.cfg
1k
MPM, MPM II or MPM-1G configuration file fixes at 1K to allow the chassis bootstrap to initialize.

mpm.cnf
32k minimum- 512k maximum
MPM, MPM II, or MPM-1G configuration file (size indicated is the default (or minimum) size.  As configurations are added, the size will increase.

tmpmpm.cnf
32k minimum- 512k maximum
Temporary shadow file of the MPM configuration file during expansion.  It remains the same size as the mpm.cnf.

diag.img
174,310
Off-line Enhanced Diagnostics image for the MPM.

dni.img
17,936
Off-line Enhanced Diagnostics image for the NI.

gated.img
502,804
Advanced Routing – Dynamically loadable GateD image for OSPF, and RIP II.

isdn.img
202,550
Dynamically loadable module which contains the ISDN signaling code, and the WSM-BRI daughtercard code.  (Daughtercard code takes up flash space only) Needed only if WSM-BRI is present.

mrd.img
66,298
Advanced Routing – Dynamically loadable image for Multicast Routing function.

t1e1drv.img
74,578
Image for the following switching modules: CSM-AB-E1, CSM-AB-CE-E1, CSM-AB-CE-T1, WSM-FT1, WSM-FE1.

asm.img
820,326
ASM-155-F, ASM-155-C, ASM-DS3, ASM-E3, ASM2-155-F switching module loadable image.  Includes MPM code to support modules, signaling stack and ATM Services (see Section 10).

asmce.img
46,587
Image for the following switching modules:  ASM-CE

asmcedrv.img
152,671
Image for the following switching modules: ASM-CE, ASM2-CE, CSM-CE, RASM-CE.

cell.img
823,489
CSM – Dynamically loadable image for the MPM to manage all types of CSM.  

ds3e3drv.img
53,723
Image for the following switching modules: ASM-DS3, ASM-E3, ASM-CE-DS3, ASM-CE-E3, ASM2-DS3, ASM2-E3, CSM-AB-DS3, CSM-AB-E3, RASM-DS3, RASM-E3, RASM-CE-DS3, RASM-CE-E3.

mesm.img
24,658
Image for the following switching modules: ESM-100C-12, ESM-100F-8, and ESM-C-32.

e12.img
26,891
Image for the following switching modules: ESM-C-12, ESM-T-12, ESM-F-8.

esm.img
26,431
Image for the following switching modules: ESM-8, ESM-U.

fesm.img
30,905
Image for the following switching modules: ESM-100-C with HSM motherboard.

fesm2.img
30,920
Image for the following switching modules: ESM-100-C with HSM2 motherboard.

fsm.img
255,170
Image for the following switching modules: FSM-M, FSM-S, FSM-C, FSM-M-C.  Includes MPM code to support modules.

tsm.img
126,384
Image for the following switching modules: TSM-C-6, TSM-F-6.

tsm.pga
74,410
Includes trbyr6.pga, tryrr.pga, trlobe.pga, trstatn.pga, trsyr6.pga, trsyrr.pga, trxyln3.pga, tryln6.pga.

wsm.img
422,762
Includes WSM Driver, PPP Code (Telenetworks), Frame Relay, LMI, and WSM daughtercard (Daughtercard only takes up flash space only).

fwd.img
137,872
Firewall image for IBM 8274 Nways LAN RouteSwitch

fwd.img
137,609
Firewall image for 8273 RouteSwitch and IBM 8277 Nways Ethernet RouteSwitch.

lsm.img
175,152
LANE Service Module image

mp4.img
1,559,041
Management Processor Image for the IBM 8277 Nways Ethernet RouteSwitch 1032 & 5024.

mp4.cmd
18
Management Processor Image command file containing system commands for booting for the IBM 8277 Nways Ethernet RouteSwitch 2032, 3032, 5024.

mp4.cmd
41
Management Processor Image command file containing system commands for booting for the IBM 8277 Nways Ethernet RouteSwitch.1032 & 4016.

ae4.img
801,856
Image for the following subswitch modules: ATM and Ethernet for the IBM 8277 Nways Ethernet RouteSwitch 2032, 3032 & 5024.

em4.img
27,079
Image for the Ethernet subswitch module for all IBM 8277 Nways Ethernet RouteSwitch units.

p4diag.img
84,906
Image for Enhanced Diagnostics for the IBM 8277 Nways Ethernet RouteSwitch 1032 & 5024.

mp.img
1,500,419
Management Processor Image for the 8273 RouteSwitch.

mp.cmd
18
Management Processor Image command file containing system commands for booting for the 8273 RouteSwitch.

as.img
760,012
ATM combined with Ethernet for the 8273 RouteSwitch

fs.img
276,702
FDDI combined with Ethernet for the 8273 RouteSwitch

pdiag.img
66,620
Image for Enhanced Diagnostics for the 8273 RouteSwitch.

ws.img
447,508
WSM image for 8273 RouteSwitch.

wsdrv.img
305,276
WSM image for 8273 RouteSwitch.

asce.img
68,990
Image for the following switching modules:  RASM-CE

Note:  Release 3.0 and higher require 4 Mbytes of FLASH for the IBM 8274 Nways LAN RouteSwitch and 8273 RouteSwitch.

Due to the increasing number of image files and varying sizes of the image files, the user has an enormous amount of flexibility in configuring an IBM 8274 Nways LAN RouteSwitch or 8273 RouteSwitch.  The table above shows the images with a brief description of what each image is used for. All images will not fit into 4 Mbytes of FLASH, however  in most cases not all images are required.  Also the FLASH is used to store configuration information so additional space will be required It is highly recommended that users remove all images not required for operation on a given switch (make sure you back them up on another device e.g. PC or Unix endstation). Once they are backed up remove (rm command) any Network Interface Module files that are not used to conserve flash memory usage.   For example, if the token ring module (TSM) is not installed in the IBM 8274 Nways LAN RouteSwitch, the tsm.img file and all .pga files may be removed. 

IMPORTANT:  The chassis requires a minimum amount of space available in FLASH for booting. When all images are loaded in FLASH, there needs to be at least .5 Mbytes free. If your images exceed this amount you MUST delete some images from FLASH.  Also if you are running with any configuration other than the default, you will need additional available FLASH.

8 Dynamic DRAM allocation (mpm.img) Requirements

It should be noted that real-time processing forces the stack to grow and shrink based on events.  Additional DRAM should be considered for the elasticity of the stack.

Software functions (or processes) may allocate memory for data structure or tables.  For instance, when RIP or OSPF receive routing updates from peer routers, additional routes may be learned.  For each additional route memory is allocated. 

All of the dynamic allocation will not be described below due to the complexity involved.  Instead key functional areas which may require additional memory are listed.  Below is a table indicating which images will impact the MPM memory allocation.

Filename
MPM Only
MPM and NI
NI Only

mpm.img
X



gated.img
X

 

isdn.img

X
 

mrd.img
X

 

nhrpmgr.img
X

 

t1e1drv.img
X



asm.img

X
 

asmce.img


X

asmcedrv.img
X



cell.img
X

 

ds3e3drv.img

X


mesm.img


X

e12.img


X

esm.img


X

fesm.img


X

fesm2.img


X

fsm.img


X

tsm.img

X


wsm.img

X


fwd.img
X



lsm.img
X



9 Multiple Image Requirements

Multiple images are required for some modules.  The WSM modules and some of the ASM and CSM modules require more than one image. Below is a table showing which board types require more than one.  Note that all modules require the mpm.img image.

IBM 8274 Nways LAN RouteSwitch

Board Type

mpm.img)
Images (besides mpm.img)



CSM-AB
DS1
cell.img
asm.img
t1e1drv.img



E1
cell.img
asm.img
t1e1drv.img



CE-T1
cell.img
asm.img
t1e1drv.img
asmcedrv.img


CE-E1
cell.img
asm.img
t1e1drv.img
asmcedrv.img


DS3
cell.img
asm.img
ds3e3drv.img



E3
cell.img
asm.img
ds3e3drv.img



155x
cell.img
asm.img










ASM-CE
T1/OC3
t1e1drv.img
asmce.img
asm.img
asmcedrv.img


E1/OC3
t1e1drv.img
asmce.img
asm.img
asmcedrv.img


T1/DS3
t1e1drv.img
asmce.img
asm.img
asmcedrv.img


E1/E3
t1e1drv.img
asmce.img
asm.img
asmcedrv.img








WSM

wsm.img





BRI
wsm.img
isdn.img




FT1
wsm.img
t1e1drv.img




FE1
wsm.img
t1e1drv.img










IBM 8277 Nways Ethernet RouteSwitch

Board Type
Images (besides mpm.img)


RSASM2-155

ae4.img
em4.img










RSESM

em4.img




10 ATM Services

ATM Services
ASM
ASM2

LEC
X
X

CIP
X
X

ROUTELANE



     1483
X
X

     PRIV
X


Trunking



     1483
X
X

     PRIV
X


PTOP



     1483
X
X

     PRIV
X


11 Release 3.2.8 IBM 8274 Nways LAN RouteSwitch FLASH Requirements 

Files
Images
Grand Total
ATM Edge
ATM Edge with Adv. Rtg
Ethernet/ FDDI
Ethernet/ FDDI w/Adv. Rtg.
Cell
Cell with LSM
Wide Area Edge
Wide Area Edge w/Adv. Rtg.

Basic Images
Flash Size
Flash Size
Flash Size
Flash Size
Flash Size
Flash Size
Flash Size
Flash Size
Flash Size

 
BOOTROM

262,144
262,144
262,144
262,144
262,144
262,144
262,144
262,144
262,144

 
FFS Spare

262,144
262,144
262,144
262,144
262,144
262,144
262,144
262,144
262,144

1
MPM Image

1,613,610
1,613,610
1,613,610
1,613,610
1,613,610
1,613,610
1,613,610
1,613,610
1,613,610

2, 3
MPM Config (potentially 2 files)

65,536
65,536
65,536
65,536
65,536
65,536
65,536
65,536
65,536


Potential Config information

200,000
200,000
200,000
200,000
200,000
200,000
200,000
200,000
200,000

4
MPM Log

12,048
12,048
12,048
12,048
12,048
12,048
12,048
12,048
12,048

5
MPM Misc 

4,096
4,096
4,096
4,096
4,096
4,096
4,096
4,096
4,096



Subtotal 
2,419,578
2,419,578
2,419,578
2,419,578
2,419,578
2,419,578
2,419,578
2,419,578
2,419,578

Network Interface Images












6
asm.img
ASM Driver
820,388
820,388
820,388
0
0
820,388
820,388
0
0

7
asmce.img
ASM CE
46,587
0
0
0
0
0
0
0
0

8
asmcedrv.img
ASM CE Driver
152,496
0
0
0
0
0
0
0
0

9
e12.img
ESM 12-port
26,887
0
0
0
0
0
0
0
0

10
esm.img
ESM 8-port
26,429
0
0
0
0
0
0
0
0

11
fesm.img
FAST ESM (HSM1)
30,905
0
0
0
0
0
0
0
0

12
fesm2.img
FAST ESM (HSM2)
30,919
0
0
0
0
0
0
0
0

13
fsm.img
FSM (MPM & NI)
255,170
255,170
255,170
255,170
255,170
0
0
255,170
255,170

14
mesm.img
Mammoth based ESM
24,657
24,657
24,657
24,657
24,657
0
0
24,657
24,657

15
tsm.img
TSM (MPM & NI)
126,384
126,384
126,384
0
0
0
0
126,384
126,384

16
t1e1drv.img
T1/E1 NI driver
74,554
0
0
0
0
0
0
0
0

17
ds3e3drv.img
DS3/E3 NI driver
53,727
0
0
0
0
0
0
0
0



Subtotal 
1,669,103
1,226,599
1,226,599
279,827
279,827
820,388
820,388
406,211
406,211

Dynamically Loadable Images












18
cell.img
OmniCell image
823,489
0
0
0
0
823,489
823,489
0
0

19
diag.img*
Diagnostic MPM image
174,310
0
0
0
0
0
0
0
0

20
dni.img
Diagnostic NI image
17,936
0
0
0
0
0
0
0
0

21
wsm.img
FR NI image
422,762
0
0
0
0
0
0
422,762
422,762

22
isdn.img
ISDN BRI
202,550
0
0
0
0
0
0
0
0

23
gated.img
Advanced Routing
502,804
0
502,804
0
502,804
0
0
0
502,804

24
mrd.img
IP Multicast Routing
66,298
0
0
0
0
0
0
0
0

25
lsm.img*
LANE Server 
175,152
0
0
0
0
0
175,152
0
0

26
fwd.img*
Firewalls
137,872
0
137,872
0
137,872
0
0
0
137,872



Subtotal 
2,523,173
0
640,676
0
640,676
823,489
998,641
422,760
1,063,438
















Total
6,611,854
3,646,177
4,286,853
2,699,405
3,340,081
4,063,455
4,238,607
3,248,549
3,889,227


4 MegBytes = 4,194,304
4,194,304
4,194,304
4,194,304
4,194,304
4,194,304
4,194,304
4,194,304
4,194,304
4,194,304




-2,417,550
548,127
-92,549
1,494,899
854,223
130,849
-44,303
945,755
305,077


 













* When utilizing these dynamically loadable images, we recommend 32MB DRAM.










WARNING:

You will have to remove unused network interface images from flash to make room for loadable images if the amount of remaining flash is less than 512,288 bytes.

12 Release 3.2.8 IBM 8277 Nways Ethernet RouteSwitch FLASH Requirements 




Grand Total
ATM Uplinks
Fast Ethernet Uplinks

Images


Flash Size
Flash Size
Flash Size

Files
Basic Images





 
BOOTROM

524,288
524,288
524,288

 
FFS Spare

262,144
262,144
262,144

1
MP4 Image

1,558,657
1,558,657
1,558,657

2, 3
MPM Config (potentially 2 files)

65,536
65,536
65,536


Potential Config information

200,000
200,000
200,000

4
MPM Log

12,048
12,048
12,048

5
MPM Misc 

4,096
4,096
4,096



Subtotal 
2,626,769
2,626,769
2,626,769


Network Interface Images





6
ae4.img
ASM Driver
801,856
801,856


7
em4.img
ESM Driver
27,079
27,079
27,079



Subtotal 
828,935
828,935
27,079


Dynamically Loadable Images





8
p4diag.img
Diagnostic MPM image
84,906



9
gated.img
Advanced Routing
502,804



10
mrd.img
IP Multicast Routing
66,298



11
fwd.img
Firewall
137,609





Subtotal 
791,617
0
0










Total
4,247,321
3,455,704
2,653,848


4 MegBytes = 4,194,304
4,194,304
4,194,304
4,194,304




53,017
-738,600
-1,540,456

*These images are dynamically loadable images.  When running lsm.img and fwd.img, it is recommended that the user install 32MB DRAM.

13 Release 3.2.8 IBM 8277 Nways Ethernet RouteSwitch Images Required




8277 MODEL 132/4016
8277 MODEL 524/3032/2032

mp4.cmd
YES
YES

em4.img
YES
YES

mp4.img
YES
YES

ae4.img
NO
YES

p4diag.img
YES
YES

ws4.img
NO
YES

isdn.img
NO
YES

fwd.img
NO
NO

8277 MODEL 132 and 8277 MODEL 416 are shipped with the Diagnostics program disabled from the factory to save DRAM space.  It must be kept that way during the normal operation of these IBM 8277 Nways Ethernet RouteSwitch models, otherwise, low memory errors may occur.  If the Diagnostics program is needed, it must be enabled by modifying the MPM command parameter in the mp4.cmd file as shown below.  It should be disabled after the Diagnostics program has completed and before using the IBM 8277 Nways Ethernet RouteSwitch for normal operation. 


Disable Diag (factory default) 



diagnostics_disabled=1 


Enable Diag 



 diagnostics_disabled=0 

14 Release 3.2.8 8273 RouteSwitch FLASH Requirements 

Files
Basic Images
Grand Total  Flash Size
8273 RouteSwitch with ATM Flash Size
8273 RouteSwitch without ATM Flash Size


BOOTROM

524,288
524,288
524,288


FFS Spare

262,144
262,144
262,144

1
MP Image

1,500,419
1,500,419
1,500,419

2, 3
MPM Config (potentially 2 files)

65,536
65,536
65,536


Potential Config information

200,000
200,000
200,000

4
MPM Log

12,048
12,048
12,048

5
MPM Misc

4,096
4,096
4,096



Subtotal
2,568,195
2,568,195
2,568,195


Network Interface Images




6
as.img
ATM & Ethernet image
760,012
760,012
0

7
asce.img

68,990
0
0

8
asmcedrv.img

152,671
0
0

9
fs.img
FDDI & Ethernet image
276,702
276,702
276,702

10
T1e1drv.img
T1/E1 NI Driver
74,578
0
0

11
Ds3e3drv.img
DS3/E3 NI Driver
53,723
0
0



Subtotal
1,386,676
1,036,714
276,702


Dynamically Loadable Images




12
pdiag.img
Diagnostic MPM image
66,620



13
gated.img
Advanced Routing
502,804



14
mrd.img
IP Multicast Routing
66,298



15
ws.img
FR NI image
447,508



16
wsdrv.img
FR NI Driver
305,276



17
fwd.img
Firewall Image
137,609





Subtotal
1,526,115
0
0










Total
5,480,986
3,604,909
2,844,897


4 MegBytes = 4,194,304  
4,194,304
4,194,304
4,194,304




1,286,682
-589,395
-1,349,407

WARNING:

You will have to remove unused network interface images from flash to make room for Dynamically loadable images if the amount of remaining flash is less than 512,288 bytes.

15 IBM 8274 Nways LAN RouteSwitch Version 3.2 Problem Resolutions

The following IBM 8274 Nways LAN RouteSwitch Version 3.2.7 known problems have been fixed in this release:

· IBM 8274 Nways LAN RouteSwitch switches RIP II multicast packets instead of consuming them entirely. This causes a slight increase in traffic on the network. No longer recreatable in latest release.  (PR 7448)

· OSPF neighbor list is not displayed with nonbroadcast interfaces. No longer recreatable in latest release. (PR 9801)

· If traffic load is high and the pmon command is submitted, the display to screen will display nothing. (PR 11108)

· When an ATM module is running out of MAC addresses, user cannot create new ATM service.  There are times for trunking or RouteLane service where the user may want to trunk more than one group.  Each group requires a separate MAC address.  The service will not be successfully created when trying to create a trunking service to trunk 5 groups with only 3 MAC addresses left on the slot.  But if user does a vas command, this partially created service will remain and will not be able to delete this service. (PR 11691)

· Source routed DHCP reply has destination MAC in canonical format instead of non-canonical, resulting in the client not receiving the reply. (PR 12098)

· RIFstripping not working on 802.3 LANE when TR-port is configured for SRT. (PR 12965)

· When an 802.1q group is deleted from a port, other 802.1q groups on that port also get deleted. (PR 13152)

· Error message "Error! Vport…" continuously displayed when more than 16 groups are added to a Q port. (PR 13153)

· Incorrect virtuallink display.  When virtuallinks are configured within OSPF, the "o vl" display shows the state as 'P2P' when it should display 'Full'.  Works as designed.  (PR 13167)

· IPX packets coming from a 100Mbps NIC causes the whole 10Mbps 32port ESM to hang. (PR 13210)
· Avlr1* and avlrm* commands need defaults defined. (PR 13502)

· When multiple telnet sessions perform an IPXSAP command, the switch crashes.  (PR 13708)

· Add Health MIB branch to IBM MIB for compatibility. (PR 13750)

· TSM dump file locations change causing the dump files to be empty. (PR 13788)

· When a port is mirrored that has Group Mobility enabled, the port becomes non-functional. (PR 13941)
· Redundant port does not come up on B3 revision ATM daughter cards. (PR 14039)

· Various msgQ variables are dereferenced but never initialized in vse_recv (PR 14066/20995)

· Transparent Bridge needs duplicate MAC aging timer.  (PR 14101)

· If a group has an IP network address configured and all of that group's ports are disabled, an alternate route on some other group is put into RIPs routing table if it receives such an advertisement on some other group.  Even though the routing table looks good (ipr command), the internal flags may be set incorrectly. (PR 14316)

· Unable to delete ATM LANE service from atmxServiceTable. SNMP responds with a success even though the row is never removed from the table. (PR 14523/21078)

· GetNext on "atmxSvcVcCrossConnectTable" MIB variable results in TooBigError.  (PR 14555)

· Spanning Tree delay with redundant 802.1Q port failover. (PR 14830)
· Small size SNA packet corruption under heavy Token Ring NI load.  (PR 15161/22358)

· Static macs on ATM port remain on old VC after VC is torn down.  (PR 15164/22892)

· No second CIP Setup message transmitted after first fails. (PR 20652)
· When adding a static MAC to a mobile group, station with the MAC address does not receive frames. (PR 20785)

· RIP frames contain bogus data in fields that 'should be' zero fields for RIP V.1 frames. No longer recreatable in latest release. (PR 20876)
· Switch hangs after issuing memshow 1 command from dshell.  Dshell is a developer troubleshooting tool that allows non-protected and non-verifiable access to IOS.  Improper use can cause switch crashes.  Tool was not designed for use by non-development staff. (PR 20884)

· After a reboot, RIP does not advertise internal router instance.  No longer recreatable in latest release. (PR 20909)

· Mammoth modules are changing destination mac address after 3 consecutive runts. (PR 21014)

· ATM address on CSM port not configurable. (PR 21208)

· 8277 MODEL 524 looses Lane connectivity when ethernet port speed is mismatched between switch and workstation. (PR 21400)
· CBR SVC shows as UBR on vvc command. (PR 21480)

· 802.1q tagged groups may take excessive time converging over Spanning Tree. (PR 21526)

· ASX port at UNI 3.1 connection to 8260/5 using Uni Auto does not come active. (PR 21617)

· LE_ARP entries not flushed after topology change. (PR 21635)

· The VCRS command does not work. (PR 21914)

· vvc command does not display virtual circuits on a CSM. (PR 21942)
· ESM-100FM-8 Port may stay in partition state. (PR 21977)

· High OC3 traffic causes Omni-Stack 5024 to crash. (PR 22074)
· LE_ARP entry in VLAT does not time out when the aging timer expires. (PR 22503)
· 64 bytes tagged 802.1Q packets not forwarded by IBM 8274 Nways LAN RouteSwitch. (PR 22654)
· Race condition in accepting telnet connections locks UI in rare instances. (PR 22729)

· When an IP packet is sent as a Source Routed Token-Ring frame with a size larger than 1473 bytes, it will have a fragmentation problem when it is IP routed.  The switch is sending more fragments of the frame than it should. (PR 22766)
· An HRE in an IBM 8274 Nways LAN RouteSwitch and Token Ring Source Routing encapsulated router instance will cause irregular behavior. (PR 22771)
· Static macs on ATM port remains on old VC after VC is torn down. (PR 22892)
· xlat/flush causes route cache to change thus causing rtr to fail re-arp. (PR 22911)

· Occasionally, when the bootp relay is enabled, the IP stack will crash when DHCP traffic goes through the switch. (PR 22925)

· Simultaneous lane call setup race condition causes no connectivity with Cisco. (PR 22984)
· Routing between token ring and ethernet is not working for clients behind a Source Routing bridge. (PR 23161)
· IBM LEC on FCSM with locally administered ESI does not join elan when you issue a map command on the FCSM and change the ESI to a non-IBM ESI (starting with something other than 0020da).  No longer recreatable in latest release.  (PR 23206)

· Modvp description longer than 30 characters causes corruption on the display. (PR 23211)

· Switch may crash with when using the vseReceive-task with IP multicast enabled. (PR 23221)
· Repeated cam entries show on an 802.1q connection with group mobility. (PR 23499)
· The RX counter for ATM statistics for vpi/vci is displayed for both RX and TX.  This is part of the design. (PR 23503)

· fwt and fwtvl only show macs for 1st instance when specifying slot/port. (PR 23172)

· Ui_more_task crash when running 'gated routes'. (PR 23295)

· ESM-100-C-FD2 ports lockup as traffic is being received but not transmitted. (PR 23334)

· Port stays partitioned even after the port speed mis-match has been corrected on a Gore based ESM-100C. (PR 23529)
· PNNI stays in loading state. (PR 15199/24239)
16 Known Problems

The problems listed here include problems known at the time of the product’s release.  Any problems not discussed in this section should be brought to the attention of the IBM Technical Support organization as soon as possible.  

16.1 Known Advanced Routing GateD & Routing Problems

Problem Report  4122

The total datagrams received and total PDU’s requested for transmit statistics displayed in the ips command can be incorrect.  The switch uses TCP packets to enforce paging for the user interface displays, which causes these statistics to increase even when no external IP traffic is being received or transmitted.


Work-around:
Turn off the switch “more” function, which allows multiple page user interface output to be displayed 

                  one page at a time.  This is accomplished by issuing the nomore UI command.

Problem Report 5611

The exact parameter of the gated import filtering statement does not work properly.  If exact is configured then no routes will pass the specified filter.  In addition, the refine parameter of the import filtering statement does not work properly.  Refine does not allow subnet routes to pass the filter.  Host routes are allowed as specified.


Work-around:
NONE

Problem Report 6060

OSPF does not pass on the route tag in its external LS advertisement.

 
Work-around:
NONE

Problem Report 6534

When Frame Relay is used with OSPF and more than two switches are interconnected on the same Frame Relay service with different DLCI's but the same IP network address, and the switches are not fully meshed, then routing connectivity among all the switches is not maintained.  This is a byproduct of the way OSPF and IP routing operates.


Work-around:
This configuration cannot be expected to work in normal IP routing environments.  This requires changes to the way routing works in a non-meshed frame relay network.  Those changes have been made in the RIP routing supported by the base IBM 8274 Nways LAN RouteSwitch software.  If this configuration is required, use the IBM 8274 Nways LAN RouteSwitch RIP implementation, not the Advanced Routing package. 

Problem Report 6947, 6943

IPX clients were unable to connect to any IPX server when the router port encapsulation was set to SR_FDDI_LLC or SR_FDDI_SNAP and the client and server did not have source routing enabled.


Work-around:
Do not set router port encapsulation to either SR_FDDI_LLC or SR_FDDI_SNAP if source routing is not             

                  configured on the bridge ports.  

Problem Report 7063

ipxping does not work over FDDI trunking with TR_SNAP & TR_LLC router port encapsulation.


Work-around:
ipxping does work using TR_SNAP & TR_LLC router port encapsulations over other media types.

Problem Report 7534

OSPF stops when a group is removed from DR Other.  It happens after a Link State Update due to the DR Other not sending any more Hello packets resulting in the lost of adjacency.


Work-around:
Do gated reconfig DR Other, after having removed the group.

Problem Report 10012

Gated RIP v1 and v2 never remove peers from "rip peers" table.


Work-around:
NONE

Problem Report 10380/12016 

Routing Tables are not updated with PPP connection to CISCO OSPF. 


Work-around:
Configure nonbroadcast media type for your PPP interfaces.

Problem Report 11560

OSPF ASE routes show up as STATIC with the IPR command.


Work-around:
NONE

 Problem Report 13044

Sometimes GateD aborts during gated reconfiguration on the 8273 RouteSwitch.


Work-around:
NONE

Problem Report 13124/13133

Commands ipxr and ipxsap routing table result error message: IPX display routing table xMsgQSend failed.


Work-around:
Insure that all boards in switch that do not load correctly are removed, and then reboot.

Problem Report 13132

ipxping does not work for the specified destination network IPX address.


Work-around:
NONE.

Problem Report 13217

Disabling IPX serialization filter does not take effect until after reboot.


Work-around:
NONE

Problem Report 14264

When executing the IPXtype20 command, the UI is blocked when the DHCP /UDP relay is configured on the switch.


Work-around:
Make sure that there is an active port on the switch at the moment you configure it.

Problem Report 20050

Laptop clients using the Xircom or Megahertz ethernet PCMCIA cards and running solely the IPX stack with the framing type set to autonegotiation might experience intermittent connectivity issues connecting to IPX servers.


Work-around:
Connect the station to a hub.  The hub connected to the ethernet port fixes the problem.

Problem Report 22867

Syntax errors within gated.conf cause problems with gated loading.


Work-around:
Verify proper syntax prior to loading gated.conf file

16.2 Known ATM Problems  

Problem Report 2332/11277/13090
When configuring an IPX router port for source routing, the IPX ping across a trunk port will not work.


Work-around:
Disable source routing on router port.  Use a non source routed station to manage the IBM 8274 Nways LAN RouteSwitch through 

                  a non source routed VLAN group.

Problem Report 4730

Peak cell rates do not get initialized on an ATM-DS3 module if ATM-OC3 module was previously in the same slot.


Work-around:
NONE.

Problem Report 11736

Command masrt does not support removal of ATM addresses.

                  Work-around: 
Use only if using registered LECS address.

Problem Report 13066

ATM-DS3 and E3 modules may cause a memory protection error and lock up after sublayer changes.


Work-around:
NONE.  If memory protection error occurs, user has to reboot the switch.

Problem Report 13392

With a large number of LECS, the switchover between primary and secondary is slow.


Work-around:
NONE 

Problem Report 13402

Call setup between 2 UNI devices using H.310 video standard fails.


Work-around:
NONE

Problem Report 13932

MAC learned are assigned to multicast VC prior to any data direct establishment.


Work-around:
Enable Spanning tree on the group. 

Problem Report 13942

When a virtual connection is created with an out of range VCI, an entry is created in the ATM connection table anyway.


Work-around:
NONE

Problem Report 22819

LEC Fails to update LE_ARP cache after moving device connection from one switch to another switch.  Can lose connectivity.

Work-around:
If connectivity is lost, perform the mas command on affected service.

Problem Report 22898

The VVC command incorrectly displays Soft PVC PCR as 0 when PCR is greater than 0.  In order to avoid impact to call performance, the traffic parameters for SVCs are not stored, and will show up as 0 in the ui.  In the case of Soft PVCs, the correct values of traffic parameters will be shown only at the originating end, and will be displayed as 0 at all other points in the path.

Work-around:
NONE

16.3 Known Authenticated VLANs Problems  

16.3.1 Client

Problem Report 8321

If a user is defined with a third party authentication mechanism such as SecureID and it is not in place, the telnet client hangs.  The AVLAN debug message on the switch shows "Trying to send to client SecureID request failed".


Work-around:
Verify all third party authentication mechanisms are available and reachable.

16.3.2 Switch

Problem Report 9177

Switch remains in connected state long after AMC goes down. If only one switch is connected to the AMC, it will "unconnect".  If there is more than one switch connected to the AMC, then only one switch "unconnects" and the other switches stay "connected".


Work-around:
NONE

Problem Report 10126

When a switch is configured to run VLAN Authentication only, the EMC Firewall can still get control of the switch and download rules. 


Work-around:
NONE

Problem Report 11786

Toggle switch for the *status bar* doesn't work properly.  If you toggle the status bar and tool bar, the status bar does not *hide*.  If you toggle on the tool bar while the status bar is still toggled off, then the status bar will *hide*.


Work-around:
NONE

16.4 Known Nways RouteTracker Manager Problems  

Problem Report 10618

The virtual router port for a group is not assigned when VLAN ASCII configuration file is used.

Work-around: 
NONE

Problem Report 10623

The group name and group administrative status' are not read in from VLAN ASCII configuration file. 

Work-around: 
NONE

16.5 Known Bridging Problems  

Problem Report 5854

Modifying the Spanning Tree forward delay parameter using the stc command may cause the forwarding table entries not to be flushed and relearned properly.


Work-around:
NONE. If you change the forward delay, it is recommended that the switch be rebooted.

Problem Report 14012

Sometimes, it takes too long for the non-ROOT bridge to recognize the secondary ROOT Bridge.


Work-around:
NONE

Problem Report 14405

Spanning Tree non-ROOT bridges do not send TCN to the Root Bridge properly.


Work-around:
NONE

Problem Report 14703

Creating an 802.5 LEC with Source Routing will result in the MTU default of 516 instead of 4472.


Work-around:
NONE

16.6 Known CSM Problems  

Problem Report 6721
Switch needs to be rebooted after changing the signalling version on CSM port(s).


Work-around:
NONE

Problem Report 6806

When using PNNI, and the vap command, the display erroneously shows 65535 configured VPCs on a PNNI link.


Work-around:
NONE (Display problem)

Problem Report 6844

When a connection is created and multicast child, or when reverse connections are created, transmit bandwidth is not decremented.


Work-around:
NONE

Problem Report 6901
When selecting the max vci of 255, the vci is not included and the system creates a vpc.


Work-around:
Do not select a maximum vci of 255.

Problem Report 7126

ILMI and signaling do not go out CSM port when FCSM is in slot 1.

Work-around:
Install FCSM in any other slot.

Problem Report 7203

Switch may not reboot properly after primary MPM-1G is removed from slot 2.


Work-around:
NONE

Problem Report 7380

Vvc and vcs do not work for individual connections on FCSM board.

Work-around:
List all connections.

Problem Report 7869

The calculation of PCR for CBR in lower than 1K values is incorrect. 

Work-around:
NONE

Problem Report 8268

Upon removing OC12 connection, the signaling channel stays in the hardware and does not get flushed.

Work-around:
NONE (one extra channel left on the system)

Problem Report 12128 

Unable to change vpi/vci due to channels not getting deleted from the system software.

Work-around:
NONE

Problem Report 12155

IPX data corruption seen when using FCSM-622.


Work-around:
NONE

Problem Report 13001

The vap command shows incorrect number of configured vc on FCSM-622.  


Work-around:
NONE (Cosmetic does not affect operation.)

Problem Report 13148

Ping timeout approximately 60% when traversing through FCSM PTOP & FCSM LANE services.


Work-around:
Use FCSM-IIW-4C

Problem Report 13811 

When the user NIC which has a function UniAutoConfig is connected to one port of CSM, the switch does not reply with the right parameters.  


Work-around:
NONE

Problem Report 13960 

When the FCSM is hot swapped and swapped back in, some connections are left in memory and not cleared.


Work-around:
NONE

Problem Report 13961

When FCSM is hot swapped, ASM side of signalling stack releases all the call requests.


Work-around:
NONE

Problem Report 14175

Receive the following error message "unknown channel type" when using the mvc command after switch upgrade.


Work-around:
NONE

Problem Report 14017

FCSM crashes after switch reboot and creating an NI dump.


Work-around:
NONE

Problem Report 24213

MPM redundancy does not work with CSM-U/CE modules installed.


Work-around:
NONE

16.7 Known Duplicated MAC Problems  

Problem Report 13129

Duplicate occurrences of MAC are learned.  When all but one occurrence exists, the entry remains marked as a duplicate when only one entry is left.


Work-around:
NONE

16.8 Known Ethernet Problems  

Problem Report 13609

SNMP MIB value returned for ifSpeed is incorrect for ESM-100C-12.


Work-around:
NONE

Problem Report 22275

Incorrect line speed displayed in 10/100vc command on force ports.


Work-around:
Force Switch port to 100-Full, but leave pc nic card to auto-negotiate

16.9 Known FDDI Problems  

Problem Report 14088

FDDI client using SNAP encapsulation fails to get IP address when DHCP Server is on TR using Source Routing and SNAP encapsulation.


Work-around:
NONE

16.10 Known Firewall Problems  

16.10.1 Firewall Server

Problem Report 11572

When several switches are connected to the NT Management Server, the fw.exe aborts when trying to start the Log view.


Work-around:
Try to initialize again.

Problem Report 11946

EMC aborts with an access violation when one deactivates the Firewall service while the status window is up and running, and then activates the service again.


Work-around: 
Bring the status window down before reactivating the EMC.

16.10.2 Firewall Switch

Problem Report 7027

SNMP Fetch must be done twice sometimes on the Check Point Management Station (EMC) when configuring the Switch network object’s interfaces. 


Work-around:
NONE 

Problem Report 9322

Firewall display on switch says connected while EMC is down.


Work-around:
NONE

Problem Report 9876

Changing secondary EMC setting on switch requires reboot.


Work-around:
NONE

16.11 Known Group Mobility Problems  

Problem Report 12178

When group-mobility is enabled and the router is configured, the dynamic LANE should be automatically activated for that router.

Work-around: 
NONE

Problem Report 13998

When creating a Mobile Group, user is prompted to enter a VLAN Description if they are adding rules to the group. However, the description entered does not appear as VLAN description in the atvl table, or anywhere else.


Work-around:
NONE

16.12 Known Hot Swap Problems  

Problem Report 13012

Hot swapping CSM-A25 while pinging across two CSM-155 modules will result ping time out.

Work-around: 
NONE

Problem Report 13533

When two switches are connected and a hot swap of an ASM occurs, the data direct is lost.

Work-around: 
Reboot remote switch.

Problem Report 13659

After a TSM-CD-6 is hot swapped, the board will reboot itself every time IPX is started.

Work-around: 
NONE

Problem Report 13698

When performing a hot swap on a WSM, FR bridging is disabled and pings timed out.

Work-around: 
wpmodify timing and save to bring back FR bridging.

Problem Report 13840

Need to reboot MPM to enable LEC after hot swap of FCSM.

Work-around: 
Use the renounce command or reboot switch.

16.13 Known HRE Problems  

Problem Report 6121

HRE is unable to route IP FDDI data through FDDI trunking.


Work-around:
NONE

Problem Report 8040

If HRE is installed in second slot, routing performance is significantly reduced if the MPM in the second slot becomes the primary MPM.


Work-around:
Use HRE in slot 1 of MPM only or use HRE-PLUS in Primary and Secondary MPM.

16.14 Known LSM Problems  

Problem Report 9180

ESI/Sel type policy under ATM prefix policy does not work.


Work-around:
NONE

Problem Report 10389

Occasionally the counter that displays the number of proxy and non-proxy LEC's joined to a particular ELAN does not reset.


Work-around:
NONE

Problem Report 12246

When LSM is configured on Midway ASM module, the number of LECS can be supported is limited depending on the size of Tx/Rx SAR Seg size. If the number of LECS exceeds the number that port can support, then some of the LECS will be stuck in the LECS configuration state and the VCCs can not be released.

Work-around:
Configure the port SAR segment (seg) size to be a smaller number (follow the instruction in the manual) when there are more than 232 VCCs will be set up in the same ASM port (this number is calculated based on a 2Mb port).

Problem Report 12661

When adding LES/BUS to LECS, UI allows adding no-name ELAN to LECS database, and there is no way to delete the no-name ELAN from LECS.


Work-around:
NONE

Problem Report 24016

Tokin Ring LEC might crash due to memory alignment error  when memory access is across memory boundary on FCSM-II, HSM2-ASM2 and HSM3-ASM2.


Work-around:
NONE

16.15 Known Mammoth Problems  

Problem Report 12452

When IBM 8274 Nways LAN RouteSwitch or IBM 8277 Nways Ethernet RouteSwitch Mammoth ethernet ports receive misaligned frames, the transmitting port will generate CRC errors.


Work-around:
NONE

Problem Report 12547

RouteChannel is supported on Mammoth based modules. Before swapping mammoth modules with non-mammoth modules disable RouteChannel.


Work-around:
Delete RouteChannel prior to changing the module with one that does.

Problem Report 13696

Fully loaded Chassis with ESM-C-32 will return "pmHndlCrsp()" messages.  Switch will come up after awhile.


Work-around:
NONE

16.16 Known MPM Redundancy Problems  

Problem Report 12490

The command mpmstore only works with full path name to the file.


Work-around:
Use the full path name.

Problem Report 12829

When the secondary MPM becomes primary, the MPM menu still displays the local MPM as secondary.


Work-around:
NONE

Problem Report 12969

When the secondary fails to come up due to missing mpm.img, the primary MPM may display the error message "cmMasterStates(1): START state, without Watchdog" then cannot log in.


Work-around:
NONE

Problem Report 13088

Command mpmreplace gated.img will display error message "there is no file gated.img on this MPM" when the file is in /simm directory.


Work-around:
Enter the command "mpmreplace  /simm/gated.img".

Problem Report 13173

Swap on with FCSM, primary is to busy to bring up FCSM and fails to send heartbeat to second MPM.


Work-around:
NONE

Problem Report 13226

Mpmload never gave back prompt after retrieving the file mpm.cmd.


Work-around:
Hit <return> key.

Problem Report 13567

When doing an imgsync, as soon as it starts replacing the first file "mpm.cnf" you receive the following the following message:

"FILE SYNC incomplete ... try again.


Work-around:
NONE

Problem Report 13612/21333

The terminal hangs for about 3 minutes.  Then the prober crashes and reboots the switch if the mpm.cmd file is removed, a renounce command is performed on the primary mpm, and the new primary mpm issues command sls to check on the new secondary mpm.


Work-around:
NONE

Problem Report 13674

The configsync command does not operate correctly after enabling the syncctl command.


Work-around:
Manually do a configsync command.  Afterwards, the configsyc command starts to sync on intervals.

Problem Report 13720

Sometimes, the syncctl command does not sync the files completely right after booting up.


Work-around:
Make sure the syncctl command is off.  Manually do the configsync and imgsync commands.

Problem Report 13733

imgsync repeats that there is one more file to sync when files are updated. It should report that all files are currently synchronized.


Work-around:
NONE

16.17 Known IBM 8277 Nways Ethernet RouteSwitch Problems  

Problem Report 14802/21468

Under Stress conditions, SSCOP toggles continuously causing it to lose the ATM connection.


Work-around:
NONE

16.18 Known Port Manager Problems  

Problem Report  7646

Power off an Omni and changed board types, for example take out a Token Ring CD6 Board and replace it with an E12 board.  When the system comes up, other boards contained in the chassis may have problems initializing.  This is manifested by the system message:


Problem slot #, <board type> not responding to INIT in state VSE_UP

The other boards usually do complete initialization as the system re-attempts the initialization.  However, occasionally, the initialization fails in all attempts and the board needed to be manually reset.

NOTE:  This PR replaces PR 7541.

Work-around:
Manually reset.

Problem Report 13029

Maxing out available ATM port MAC addresses will result in DETACHED ports.  However, after removing all the services, those DETACHED ports still appear.  Can not remove the groups belonging to those detached ports.  Must remove configuration file to clean up.


Work-around:
Avoid creating more ATM services than are available on that board (typically 16).

16.19 Known Port Mirroring Problems  

Problem Report 9901

RMON with port mirroring over Mammoth does not show RMON statistics.


Work-around:
NONE

Problem Report 13105

Port mirroring does not function on ESM-C-32 cards.


Work-around:
NONE

Problem Report 13378

When a port is set to be a mirroring port, the software changes the "Admin" to disabled.  If the user uses the modvp or addvp command on this port, UI allows the "Admin" setting to be set to enabled.   The mirroring port will become active and if spanning tree is running, it will also start up.


Work-around:
NONE

16.20 Known Port Monitoring Problems  

Problem Report 13005

When Port Monitor displays to the screen, the display will not end on the last byte of the packets but will fill out the remainder with garbage.  The file created by the port monitor session will be correct.


Work-around:
NONE (Display Only)

Problem Report 13269

Use of the Port Monitoring feature increases the CPU utilization rate.


Work-around:
NONE

Problem Report 13745

After Port Monitoring has run for one or two minutes, it sometimes stops working.


Work-around:
NONE

Problem Report 13773

The pmstat command shows Percent RAM available as 104%


Work-around:
NONE

Problem Report 13837

Error message displayed when terminating Port Monitoring Session.


Work-around:
NONE

Problem Report 13892

Terminating a port monitoring session via pmd after killing the user with write/read privilege causes Switch to crash.


Work-around:
NONE.

Problem Report 14075

Error message displayed when terminating a Port Monitoring Session.


Work-around:
NONE

Problem Report 14108

If pmon is displaying traffic to the screen and the packet is IP, the type field will display it as IPIP.


Work-around:
NONE

16.21 Known SNMP Problems  

Problem Report 4335

No mib support for atmAddArpEntry for CIP services.


Work-around:
NONE

Problem Report 5042/10164/11087

SNMP ifSpeed info is not correct for ESM-100C-12, ESM-100F-8, ESM-100-C2 & ESM-100-F2.

Work-around:
NONE

Problem Report 6248/11733

OSPF Routes are displayed as RIP when using SNMP.

Work-around:
NONE

Problem Report 8106/21599

The SNMP agent will return a False value regardless of whether a Token Ring Port in participating as an Active Monitor or not.


Work-around:
NONE

Problem Report 8188

Entries in the bridge forwarding database returned by the SNMP agent should be in numeric order.


Work-around:
NONE. All entries are returned.

Problem Report 9112

CSM xylnatmInterfaceCutOverSlot/Port will not set.

Work-around:
NONE

Problem Report 10014/21474

Cannot modify ATM vlan cluster connection pairs.

Work-around:
NONE

Problem Report 10709

Four IBM-supplied MIB files will not compile with some off-the shelf compilers: 1850v1, nhrp, pnhrp, softpvc.  The SNMPv2 IMPORT statements must be commented out if this is the case.

Work-around:
NONE

Problem Report 11733

All non-direct routes are incorrectly displayed as RIP routes.

Work-around:
NONE

Problem Report 11807

phyPortTable statistics of ATM ports are not correct.

                  Work-around:
NONE

Problem Report 11817

ATM Port Config must set Buffer size before Segment size if lowering values.

Work-around:
NONE

Problem Report 11904

The IPX Routing table does not show entries for VLANs.

Work-around:
NONE

Problem Report 11905

Can not set ifAdminStatus.

Work-around:
Use IBM-vport AdminStatus instead.

Problem Report 11975

IfDescr for ESM-C-16 are not correct.

Work-around:
NONE

Problem Report 12025

Dot5RingOpenStatus can return an invalid value of 0.

Work-around:
NONE

Problem Report 12064

The ifTable shows LSM virtual ports as UNKNOWN type.

Work-around:
NONE

Problem Report 12132

IfSpeed does not always match dot5RingSpeed.

Work-around:
NONE

Problem Report 12139

The Source Routing type is not allowed to be Set to a value other than the default (ARE) on the creation of an IPX Router.  It is necessary to Modify the Router to change the SR Type and to set the value in SNMP.

Work-around:
NONE

Problem Report 12189

IP multicast routing MIB doesn't include IGMP version, it always defaults to Version 2.

Work-around:
NONE

Problem Report 12352

LECS entries for Auto Activated LANE service for mobile groups are not included in SNMP.

Work-around:
NONE

Problem Report 12453

Console debug message appears after creating a LANE Service using a TR LEC via SNMP.

Work-around:
NONE

Problem Report 12897/22598

PhyPort table has dummy values for ATM.

Work-around:
NONE

Problem Report 12898

IfSpeed shows 0 on LANE ports.

Work-around:
NONE

Problem Report 12971/13103/12901

TSnmp_agent may crash after modifying the ATM Service.

Work-around:
Do not use HOPV to recreate.  Use NMS application under which the problem does not occur.

Problem Report 13053

AtmxVccOperStats will occasionally return invalid value 0.

Work-around:
NONE

Problem Report 13063

ATM SVC PTOP Service virtual ports show 0 for vporlfIndex while the interfaces table showed 3001 and 3002.

Work-around:
NONE

Problem Report 13137

Enable/Disable VLAN Cluster Service via SNMP wipes out connections.

Work-around:
Use UI instead of IBM Nways RouteSwitch Network Manager or HOPV to disable/enable a vlan cluster service.

Problem Report 13185

The AtmxServiceType command returns "8" for LSM, but it is not defined in the MIB.

Work-around:
NONE

Problem Report 14092

GETNEXT of vatIPRouting Table and vatIPXRouting Table goes into an infinite loop.

Work-around:
NONE

Problem Report 14093

Cell statistics stop accumulating when they reach 2 billion.

Work-around:
NONE

Problem Report 14094

SVC CIP Service will not allow the Address Index to be changed.

Work-around:
NONE

Problem Report 14095

Sets on Advanced E3 parameters fail.

Work-around:
NONE

Problem Report 14788

SNMP ifTable speed and bandwidth inconsistent for 10/100 Ethernet ports


Work-around:
NONE

Problem Report 22924

bad semaphore message displayed when terminating pmon with pmd 

Work-around:
NONE, the resulting pmonitor.enc file is still valid.

Problem Report 23245

Under stress conditions, snmp agent assigns two vcs to the same PTOP connection

Work-around:
If seen, delete (das) one of the PTOP connections and create it again (cas).

Problem Report 23246

snmp returns a success to a non-existent variable in the ATMVcc


Work-around:
NONE

16.22 Known System Problems  

Problem Report 10759

Switch may reset when modifying configurations when the flash file system is full (trying to expand mpm.cnf file).


Work-around:
Do not let flash get full.  Always make sure that there is at least (2*size of configuration file) bytes free.

Problem Report 13191

FCSM crashes as a result of a Token Ring LEC trying to forward Token Ring SR packets when Group Mobility is configured


Work-around:
NONE

Problem Report 13791

Switch giving "tUi-shellt0" error messages.


Work-around:
NONE

Problem Report 14833

The map command (for modifying ATM ports) does not work correctly on CSM ports.


Work-around:
NONE

16.23 Known Token Ring Problems  

Problem Report 4944

Hot swapping of the dual mode token ring card will cause “Changed ring speed detection” messages to be displayed.


Work-around:
NONE

Problem Report 8139

Fiber RIRO-BYTEX will not load onto fiber card properly and ports do not initialize correctly.


Work-around:
Use Ring-out only.

Problem Report 8753

IBM 8274 Nways LAN RouteSwitch participates as an active monitor even when not configured to participate as an active monitor.


Work-around:
NONE

Problem Report 9993

Token Ring fiber interfaces using 802.5j does not interoperate with other vendors 802.5j equipment.


Work-around:
NONE

Problem Report 14257

When multiple ports of the TSM-CD6 are configured as lobe and the cable is pulled from one of those ports, all of them will go down.


Work-around:
NONE

Problem Report 15029

Duplicate MACS belonging to different groups but same NI causes problems.


Work-around:
NONE

Problem Report 24089

In a source routed/LANE environment, Unicast traffic continues to traverse through the BUS and never switches to a data direct.


Work-around:
NONE

16.24 Known Translation Problems  

Problem Report 10788

IPX translations - unable to use Token Ring router encaps with ETH media.

Work-around:
NONE

16.25 Known User Interface and General Problems  

Problem Report 1969

The command srs, which displays source routing parameters, shows counters for duplicate LAN ID’s and duplicate segments which increase when there is an external loop.


Work-around:
NONE (Visual only)

Problem Report 2600

Cannot change FDDI connection rejection policy via user interface.


Work-around:
Use IBM Nways RouteSwitch Network Manager.

Problem Report 6261

Packet discards due to insufficient buffers are not properly displayed in the vs command.

Work-around:
NONE

Problem Report 13028

"Monitor" directory not referenced in networking menu screen.

Work-around:
NONE.

Problem Report 13052

Debug message "ui_do_atm: sel"0x12" appears after SEL change in cas SVC.


Work-around:
NONE, Ignore message.

Problem Report 13069

The cas command does not allow to set up VLAN cluster if the connection type was changed to PVC from SVC.

Work-around:
NONE.

Problem Report 13119

Unknown VPI/Unknown VCI fields in the vlrs command do not display last unknown VPI/VCI per port basis.

Work-around:
NONE.

Problem Report 13182

vvc on an individual slot/port vpi/vci on OC-12 port show two entries on UI.

Work-around:
NONE.

Problem Report 14450

Problem removing files with names similar to configuration files from flash.


Work-around:
NONE

Problem Report 14602

RMON statistics displayed for detached ports is incorrect.


Work-around:
NONE

Problem Report 14840

The dt command accepts an invalid date.


Work-around:
NONE

Problem Report 22730

If more then one service is created for a group on an ASM or FCSM, the modvp command will only allow you to modify the last one created


Work-around:
NONE

16.26 Known WSM Problems  

Problem Report 13193/13205/13218/13219

Admin through PPPm does not work on WSM-BRI (ISDN)


Work-around:
NONE

Problem Report 13345

ISDN port will not come up when co existed with CSM-U and ASM or in complex configurations (i.e. 8274-900 fully loaded).


Work-around:
NONE

Problem Report 14851

A hot swap of a BRI or WSM card on the IBM 8274 Nways LAN RouteSwitch will cause the card not to recover.


Work-around:
NONE
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U
U
U
U
U
U
U
U
U
U


A5






N
N
N
N
U
U
U
U
U
U
U
U
U
U
U
U
U
U


A6






N
N
N
N
U
U
U
U
U
U
U
U
U
U
U
U
U
U



HRE

HRE-PLUS



2
3
4
5
6
7
A
A1
A2
A3
A4
B
B1
B2
B3
A4
A5
B
B1
B2
B3
B4
B5
B6

MPM-1G
A7






N
N
N
N
OK
OK
OK
OK
OK
U
U
U
U
U
U
U
U
U

(Cont'd)
A8






N
N
N
N
OK
OK
OK
OK
OK
U
U
U
U
U
U
U
U
U


A9






N
N
N
N
OK
OK
OK
OK
OK
U
U
U
U
U
U
U
U
U


A10






N
N
N
N
OK
OK
OK
OK
OK
U
U
U
U
U
U
U
U
U


A11






N
N
N
N
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OK
OK
OK
OK
U
U
U
U
U
U
U
U
U


A12






N
N
N
N
OK
OK
OK
OK
OK
U
U
U
U
U
U
U
U
U


A13






N
N
N
N
OK
OK
OK
OK
OK
U
U
U
U
U
U
U
U
U


A14






N
N
N
N
U
U
U
U
U
U
U
U
U
U
U
U
U
U


A15






N
N
N
N
U
U
U
U
U
U
U
U
U
U
U
U
U
U


A16






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


A17






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B






N
N
N
N
OK
OK
OK
OK
OK
U
U
U
U
U
U
U
U
U


B1






N
N
N
N
OK
OK
OK
OK
OK
U
U
U
U
U
U
U
U
U


B2






N
N
N
N
OK
OK
OK
OK
OK
U
U
U
U
U
U
U
U
U


B3






N
N
N
N
OK
OK
OK
OK
OK
U
U
U
U
U
U
U
U
U


B4






N
N
N
N
U
U
U
U
U
U
U
U
U
U
U
U
U
U


B5






N
N
N
N
U
U
U
U
U
U
U
U
U
U
U
U
U
U


B6






N
N
N
N
U
U
U
U
U
U
U
U
U
U
U
U
U
U


B7






N
N
N
N
U
U
U
U
U
U
U
U
U
U
U
U
U
U


B8






N
N
N
N
U
U
U
U
U
U
U
U
U
U
U
U
U
U


B9






N
N
N
N
U
U
U
U
U
U
U
U
U
U
U
U
U
U


B10






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B11






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B12






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B13






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B14






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B15






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B16






N
N
N
N
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OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B17






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B18






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B19






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B20






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B21






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B22






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B23






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B24






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B25






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B26






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


B27






N
N
N
N
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OK
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OK
OK
OK


B28






N
N
N
N
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK


OK=ACCEPTABLE CONFIGURATION
U=MPM UPGRADE REQUIRED

N=NOT POSSIBLE

18 IBM 8274 Nways LAN RouteSwitch, IBM 8277 Nways Ethernet RouteSwitch and 8273 RouteSwitch Hardware/Software Release Compatibility Matrices

18.1 IBM 8274 Nways LAN RouteSwitch Hardware/Software Release Compatibility Matrix


Software Release

Product
3.2.1
3.2.2
3.2.3
3.2.4
3.2.5
3.2.6
3.2.7
3.2.8

MPM (P/N 050026-00)  Requires 16 Meg for 3.0
DISCONTINUED 

Rev. C (2.10)
x
x
x
x
x
x
x
x

Rev. D (2.11)
x
x
x
x
x
x
x
x

Rev. E (2.12)
x
x
x
x
x
x
x
x

Rev. F (2.13)
x
x
x
x
x
x
x
x

Rev. G (2.14)
x
x
x
x
x
x
x
x

Rev. H (2.15)
x
x
x
x
x
x
x
x

Rev. I  (2.16)
x
x
x
x
x
x
x
x

Rev. J (2.17)
x
x
x
x
x
x
x
x

Rev. K (2.18)
x
x
x
x
x
x
x
x

Rev. L (2.19) - L8 (2.27)
x***
x***
x***
x***
x***
x***
x***
x***

MPM (P/N 050026-01)  Requires 16 Meg for 3.0


Rev. C (2.10)
x
x
x
x
x
x
x
x

Rev. D (2.11)
x
x
x
x
x
x
x
x

Rev. E (2.12)
x
x
x
x
x
x
x
x

Rev. F (2.13)
x
x
x
x
x
x
x
x

Rev. G (2.14)
x
x
x
x
x
x
x
x

Rev. H (2.15)
x
x
x
x
x
x
x
x

Rev. I  (2.16)
x
x
x
x
x
x
x
x

Rev. J (2.17)
x
x
x
x
x
x
x
x

Rev. K (2.18)
x
x
x
x
x
x
x
x

Rev. L (2.19) - L10 (2.29)
x***
x***
x***
x***
x***
x***
x***
x***

MPM-1G  (P/N 050143-06)


Rev. A1 (1.01) - A27 (1.27)
x***
x***
x***
x***
x***
x***
x***
x***

MPM-1G  (P/N 050143-19)


Rev. B1 (2.01) - Rev. B15 (2.15)
x
x
x
x
x

x
x

Rev. B16 (2.16) - Rev. B27 (2.28)
x*****
x*****
x*****
x*****
x*****

x*****
x*****

MPM-1G - 16MB  (P/N 050143-16)


Rev. B (2.00) - Rev. B15 (2.15)
x
x
x
x
x

x
x

Rev. B16 (2.16) - Rev. B27 (2.28)
x*****
x*****
x*****
x*****
x*****

x*****
x*****

MPM-1G - 32MB  (P/N 050143-18)


Rev. B5 (2.05) - Rev. B15 (2.15)
x
x
x
x
x

x
x

Rev. B16 (2.16)- Rev. B27 (2.28)
x*****
x*****
x*****
x*****
x*****

x*****
x*****

MPM-1G - 64MB  (P/N 050143-17)


Rev. B1 (2.01) - Rev. B15 (2.15)
x
x
x
x
x

x
x

Rev. B16 (2.16) - Rev. B27 (2.28)
x*****
x*****
x*****
x*****
x*****

x*****
x*****

MPM-II  (P/N 050120-06)    Requires 16 Meg for 3.0


Rev. C1 (2.02)  - C5 (2.05)
x***
x***
x***
x***
x***
x***
x***
x***

Rev. C3 (3.04)  - C24 (3.25)
x
x
x
x
x
x
x
x

MPM 11-16GB  (P/N 050120-13)


Rev. A (1.00) - A10 (1.10)
x***
x***
x***
x***
x***
x***
x***
x***

Rev. C17 (1.17) - C24 (1.25)
x
x
x
x
x
x
x
x

HRE Hardware Routing Engine  (P/N 050125-06)


Rev. A (1.00) - A8 (1.08)
x
x
x
x
x
x
x
x

HRE Hardware Routing Engine  (P/N 050125-26)


Rev. B (2.00) - B7 (2.07)
x
x
x
x
x
x
x
x

HRE  Plus  (P/N 050125-08)


Rev. A4 (1.04) - A9 (1.09)
x
x
x
x
x
x
x
x

HSM  (P/N 050031-06)
DISCONTINUED

Rev. E (2.05) 
x
x
x
x
x
x
x
x

Rev. F (2.06) 
x
x
x
x
x
x
x
x

Rev. G (2.07) 
x
x
x
x
x
x
x
x

Rev. H (2.08) 
x
x
x
x
x
x
x
x

Rev. J  (2.09) 
x
x
x
x
x
x
x
x

Rev. K (3.10)
x**
x**
x**
x**
x**
x**
x**
x**

Rev. L (3.11)
x***
x***
x***
x***
x***
x***
x***
x***

Rev. M (4.12) - M4 (4.16)
x
x
x
x
x
x
x
x

HSM2  (P/N 050110-06)


Rev. C (3.00)
x***
x***
x***
x***
x***
x***
x***
x***

Rev. C1 (3.01)
x
x
x
x
x
x
x
x

Rev. C2 (3.02) - C3 (3.03)
x*
x*
x*
x*
x*
x*
x*
x*

Rev. D (4.00)
x
x
x
x
x
x
x
x

Rev. D1 (4.01) - D9 (4.09)
x*
x*
x*
x*
x*
x*
x*
x*

HSM2 4K  (P/N 050168-06)


Rev. A (1.00) - A7 (1.07)
x
x
x
x
x
x
x
x

ATM OC3 Daughter Card  (P/N 050044-00)
DISCONTINUED

Rev. A (1.01)
x
x
x
x
x
x
x
x

Rev. B (2.00) - Rev. B2 (2.02)
x
x
x
x
x
x
x
x

ATM OC3 Daughter Card  (P/N 050116-26)

Multimode, ½ MB SRAM


Rev. A (1.01) - A6 (1.07)
x
x
x
x
x
x
x
x

ATM OC3 Daughter Card  (P/N 050116-24)

Multimode, 2 MB SRAM


Rev. A (1.01) - A7(1.08)
x
x
x
x
x
x
x
x

ATM OC3 Daughter Card  (P/N 050116-25)

Single mode, 2 MB SRAM


Rev. A (1.01) - A7 (1.08)
x
x
x
x
x
x
x
x

ATM OC3 Daughter Card  (P/N 050116-27)

Single mode, ½ MB SRAM


Rev. A (1.01) - A6 (1.07)
x
x
x
x
x
x
x
x

ATM DS3 Daughter Card  (P/N 050104-06)


Rev. A (1.00) - A1 (1.01)
x
x
x
x
x
x
x
x

Rev. B (2.00) - B3(2.03)
x
x
x
x
x
x
x
x

ATM E3 Daughter Card  (P/N 050104-13)


Rev. A (1.00) - A6 (1.06)
x
x
x
x
x
x
x
x

ATM-UTP Daughter Card  (P/N 050115-06)  one UTP 


Rev. B (2.00) - B6 (2.06)
x
x
x
x
x
x
x
x

ATM2-155-FM  (P/N 050146-06) Multimode


Rev. A (1.00) - A11 (1.11)
x
x
x
x
x
x
x
x

ATM2-155-FS  (P/N 050146-13) Single mode


Rev. A (1.00) - A11 (1.11)
x
x
x
x
x
x
x
x

ASM-155FSH-1EW-4C  (PN 050116-28)


Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x
x

Rev. A3 (1.03) - A7 (1.07)
x
x
x
x
x
x
x
x

ASM-CE-155FM-2S2EW  (PN 050110-06)


Rev. D4 (4.04) Initial Release
x
x
x
x
x
x
x
x

Rev. D5 (4.05) - D9 (4.09)
x
x
x
x
x
x
x
x

ASM-CE-155FM-2S2EW-4C  (PN 050110-06)


Rev. D4 (4.04) Initial Release
x
x
x
x
x
x
x
x

Rev. D5 (4.05) - D9 (4.09)
x
x
x
x
x
x
x
x

ASM-CE-FM-2S2TW (PN 050110-06)


Rev. D4 (4.04) Initial Release
x
x
x
x
x
x
x
x

Rev. D5 (4.05) - D9 (4.09)
x
x
x
x
x
x
x
x

ASM-CE-155FM-2S2TW-4C (PN 050168-06)


Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x
x

Rev. A3 (1.03) - A7 (1.07)
x
x
x
x
x
x
x
x

ASM-CE-155FS-2S2EW  (PN 050110-06)


Rev. D4 (4.04) Initial Release
x
x
x
x
x
x
x
x

Rev. D5 (4.05) - D9 (4.09)
x
x
x
x
x
x
x
x

ASM-CE-155FS-2S2EW-4C  (PN 050168-06)


Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x
x

Rev. A3 (1.03) - A7 (1.07)
x
x
x
x
x
x
x
x

ASM-CE-155FS-2S2TW  (PN 050110-06)


Rev. D4 (4.04) Initial Release
x
x
x
x
x
x
x
x

Rev. D5 (4.05) - D9 (4.09)
x
x
x
x
x
x
x
x

ASM-CE-155FS-2S2TW-4C  (PN 050168-06)


Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x
x

Rev. A3 (1.03) - A7 (1.07)
x
x
x
x
x
x
x
x

ASM-CE-DS3-2S2TW  (PN 050110-06)


Rev. D4 (4.04) Initial Release
x
x
x
x
x
x
x
x

Rev. D5 (4.05) - D9 (4.09)
x
x
x
x
x
x
x
x

ASM-CE-DS3-2S2TW-4C  (PN 050168-06)


Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x
x

Rev. A3 (1.03) - A7 (1.07)
x
x
x
x
x
x
x
x

ASM-CE-E3-2S2EW  (PN 050110-06)


Rev. D4 (4.04) Initial Release
x
x
x
x
x
x
x
x

Rev. D5 (4.05) - D9 (4.09)
x
x
x
x
x
x
x
x

ASM-CE-E3-2S2EW-4C  (PN 050168-06)


Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x
x

Rev. A3 (1.03) - A7 (1.07)
x
x
x
x
x
x
x
x

ASM-CE-155FM-2S2EW-4C  (PN 050168-06)


Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x
x

Rev. A3 (1.03) - A7 (1.07)
x
x
x
x
x
x
x
x

CDDI Daughter Card  (P/N 050073-06)


Rev. A (1.01)
x
x
x
x
x
x
x
x

Rev. B (1.02)
x
x
x
x
x
x
x
x

Rev. C (1.03)
x
x
x
x
x
x
x
x

Rev. D (1.04)
x
x
x
x
x
x
x
x

Rev. E (1.05) - E3 (1.08)
x****
x****
x****
x****
x****
x****
x****
x****

CSM-155-6M2S  (P/N 050113-25)


Rev. G1 (7.01) - G8 (7.08)
x
x
x
x
x
x
x
x

CSM-155-6M2S  (P/N 050113-85)


Rev. G4 (7.04) Initial Release
x
x
x
x
x
x
x
x

Rev. G6 (7.06) - G9 (7.09)
x
x
x
x
x
x
x
x

CSM-155-6M2SL  (P/N 050113-27) 


Rev. F5 (6.05)
x
x
x
x
x
x
x
x

Rev. G1 (7.01) - G8 (7.08)
x
x
x
x
x
x
x
x

CSM-155-6M2SL  (P/N 050113-87) 


Rev. G4  (7.04) Initial Release
x
x
x
x
x
x
x
x

Rev. G6 (7.06) - G9 (7.09)
x
x
x
x
x
x
x
x

CSM-155-8  (P/N 050113-14)


Rev. F (6.00)
x
x
x
x
x
x
x
x

Rev. F1 (6.01) - F8 (6.08)
x
x
x
x
x
x
x
x

CSM-155-8  (P/N 050113-24)


Rev. G (7.00) - G8 (7.08)
x
x
x
x
x
x
x
x

CSM-155-8  (P/N 050113-84)


Rev. G4 (7.04) Initial Release
x
x
x
x
x
x
x
x

Rev. G6 (7.06) - G9 (7.09)
x
x
x
x
x
x
x
x

CSM-155C-8  (P/N 050113-83)


Rev. G4 (7.04) Initial Release
x
x
x
x
x
x
x
x

Rev. G6 (7.06) - G9 (7.09)
x
x
x
x
x
x
x
x

CSM-155C-8W  (P/N 050113-23)


Rev. G (7.00) Initial Release
x
x
x
x
x
x
x
x

Rev. G1 (7.01) - Rev. G8 (7.08)
x
x
x
x
x
x
x
x

CSM-155-8S  (P/N 050113-08)


Rev. F (6.00) - F7 (6.07)
x
x
x
x
x
x
x
x

CSM-155-8S  (P/N 050113-18)


Rev. G1 (7.01) Initial Release
x
x
x
x
x
x
x
x

Rev. G2 (7.02) - G8 (7.08)
x
x
x
x
x
x
x
x

CSM-155-8S  (P/N 050113-78)


Rev. G4 (7.04) Initial Release
x
x
x
x
x
x
x
x

Rev. G6 (7.06) - G9 (7.09)
x
x
x
x
x
x
x
x

CSM-155-FSL-8  (P/N 050113-86)


Rev. G4 (7.04) Initial Release
x
x
x
x
x
x
x
x

Rev. G6 (7.06) - G9 (7.09)
x
x
x
x
x
x
x
x

CSM-622-2E  (P/N 050133-13 )


Rev. A1 (1.01) Initial Release
x
x
x
x
x
x
x
x

Rev. A2 (1.02) - A15 (1.15)
x
x
x
x
x
x
x
x

CSM-622-2E  (P/N 050133-33 )


Rev. B (2.00) Initial Release
x
x
x
x
x
x
x
x

Rev. B1 (2.01)
x
x
x
x
x
x
x
x

CSM-622-2E  (P/N 050133-53 )
DISCONTINUED

Rev. C (3.00) Initial Release
x
x
x
x
x
x
x
x

Rev. C1 (3.01) - C3 (3.03)
x
x
x
x
x
x
x
x

CSM-622-2E  (P/N 050133-73 )


Rev. C1 (3.01) Initial Release
x
x
x
x
x
x
x
x

Rev. C2 (3.02) - C11 (3.11)
x
x
x
x
x
x
x
x

CSM-622-2E  (P/N 050133-93)


Rev. A (1.00) Initial Release
x
x
x
x
x
x
x
x

Rev. A1 (1.01) - A17 (1.17)
x
x
x
x
x
x
x
x

CSM-622-2SE  (P/N 050133-06)


Rev. A1 (1.01) Initial Release
x
x
x
x
x
x
x
x

Rev. A2 (1.02) - A15 (1.15)
x
x
x
x
x
x
x
x

CSM-622-2SE  (P/N 050133-26 )


Rev. B (2.00) Initial Release
x
x
x
x
x
x
x
x

Rev. B1 (2.01)
x
x
x
x
x
x
x
x

CSM-622-2SE  (P/N 050133-46 )
DISCONTINUED

Rev. C (3.00) Initial Release
x
x
x
x
x
x
x
x

Rev. C1 (3.01) - C3 (3.03)
x
x
x
x
x
x
x
x

CSM-622-2SE  (P/N 050133-66 )


Rev. C1 (3.01) Initial Release
x
x
x
x
x
x
x
x

Rev. C2 (3.02) - C11 (3.11)
x
x
x
x
x
x
x
x

CSM-622-2SE  (P/N 050133-86)


Rev. A (1.00) Initial Release
x
x
x
x
x
x
x
x

Rev. A1 (1.01)
x
x
x
x
x
x
x
x

Rev. A8 (1.08) - A17 (1.17)
x
x
x
x
x
x
x
x

CSM-A25-12  (P/N 050134-06)


Rev. A (1.00) Initial Release
x
x
x
x
x
x
x
x

Rev. A1 (1.01) - A3 (1.03)
x
x
x
x
x
x
x
x

CSM-A25-12  (P/N 050134-66)


Rev. A (1.01) Initial Release
x


x
x
x
x
x

Rev. A1 (1.02) - A3 (1.04)
x
x
x
x
x
x
x
x

CSM-A25-24  (P/N 050134-13) 


Rev. A (1.00) Initial Release
x
x
x
x
x
x
x
x

Rev. A1 (1.01) - A3 (1.03)
x
x
x
x
x
x
x
x

CSM-A25-24 (P/N 050134-73)


Rev. A1(1.01) Initial Release
x
x
x
x
x
x
x
x

Rev. A2 (1.02) - A3 (1.03)
x
x
x
x
x
x
x
x

CSM-AB-155C-2W  (P/N 050164-10)


Rev. A4 (1.04) Initial Release


x
x
x
x
x
x

Rev. A5 (1.05)


x
x
x
x
x
x

CSM-AB-155FM-2W  (P/N 050164-06)


Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x
x

Rev. A3 (1.03) - A5 (1.05)
x
x
x
x
x
x
x
x

CSM-AB-155FS-2W  (P/N 050164-08)


Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x
x

Rev. A3 (1.03) - A5 (1.05)
x
x
x
x
x
x
x
x

CSM-AB-155FSH-2W  (P/N 050164-09)


Rev. A2 (1.02) Initial Release
x
x
x
x
x
x
x
x

Rev. A3 (1.03) - A5 (1.05)
x
x
x
x
x
x
x
x

CSM-AB-CE-E1-4W  (P/N 050187-08)


Rev. A6 (1.06) Initial Release
x
x
x
x
x
x
x
x

Rev. A7 (1.07) - A9 (1.09)
x
x
x
x
x
x
x
x

CSM-AB-CE-T1-4W  (P/N 050187-06)


Rev. A5 (1.05) Initial Release
x
x
x
x
x
x
x
x

Rev. A6 (1.06) - A9 (1.09)
x
x
x
x
x
x
x
x

CSM-AB-DS1-4W  (P/N 050179-06)


Rev. A3 (1.03) Initial Release
x
x
x
x
x
x
x
x

Rev. A4 (1.04) - A6 (1.06)
x
x
x
x
x
x
x
x

CSM-AB-DS3-2W  (P/N 050169-26)


Rev. b (2.00) Initial Release
x
x
x
x
x
x
x
x

Rev. b1 (2.01) 
x
x
x
x
x
x
x
x

CSM-AB-E1-4W  (P/N 050179-13)


Rev. A3 (1.03) Initial Release
x
x
x
x
x
x
x
x

Rev. A4 (1.04) - A5 (1.05)
x
x
x
x
x
x
x
x

CSM-AB-E3-2W  (P/N 050169-28)


Rev. B (2.00) Initial Release
x
x
x
x
x
x
x
x

CSM-UW  (P/N 050157-86)


Rev. b1 (2.01) Initial Release
x
x
x
x
x
x
x
x

Rev. B2 (2.02) - B6 (2.06)
x
x
x
x
x
x
x
x

FCSM-OC3 (P/N 050129-06)


Rev. A (1.00) - A3 (1.03)
x
x
x
x
x
x
x
x

Rev. B (2.00) - B10 (2.10)
x
x
x
x
x
x
x
x

FCSM-OC3-4C (P/N 050129-13)


Rev. B1 (2.01) Initial Release
x
x
x
x
x
x
x
x

Rev. B2 (2.02) - B8 (2.08)
x
x
x
x
x
x
x
x

FCSM-OC3-4C (P/N 050129-73)


Rev. B1 (2.01) Initial Release
x
x
x
x
x
x
x
x

Rev. B2 (2.02) - B10 (2.10)
x
x
x
x
x
x
x
x

FCSM-OC12 (P/N 050181-06)
DISCONTINUED

Rev. A (1.00) Initial Release
x
x
x
x
x
x
x
x

Rev. A1 (1.01) - A4 (1.04)
x
x
x
x
x
x
x
x

FCSM-OC12 (P/N 050181-66)


Rev. A (1.04) Initial Release
x
x
x
x
x
x
x
x

Rev. A5 (1.05) - A14 (1.14)
x
x
x
x
x
x
x
x

ESM-AB-AFD (P/N 050144-06)


Rev. A (1.00) - A3 (1.03)
x
x
x
x
x
x
x
x

ESM-AB-AT  (P/N 050079-06)


 Rev.  B - B1
x
x
x
x
x
x
x
x

ESM-AB-B  (P/N 050097-06)


 Rev. B
x
x
x
x
x
x
x
x

 Rev. C - C4
x
x
x
x
x
x
x
x

ESM-AB-FL  (P/N 050085-06)


Rev. B - C - D - E 
x
x
x
x
x
x
x
x

Rev. E1 - E5
x
x
x
x
x
x
x
x

ESM-AB-FL-S  (P/N 050123-06)


Rev. A (1.00) - A5 (1.05)
x
x
x
x
x
x
x
x

ESM-AB-FL-SH  (P/N 050123-13)


Rev. A1 (1.00) Initial Release
x
x
x
x
x
x
x
x

Rev. A2 (1.01) - A3 (1.02)
x
x
x
x
x
x
x
x

ESM-AB-T  (P/N 050091-06)


Rev. A - A4
x
x
x
x
x
x
x
x

ESM-100C-12  (P/N 050158-06)


Rev. B2 (2.02) Initial Release
x
x
x
x
x
x
x
x

Rev. B3 (2.03) - B6 (2.06)
x
x
x
x
x
x
x
x

Rev. B7 (2.07) - B15 (2.15)
x*
x*
x*
x*
x*
x*
x*
x*

ESM-100C-FD  (P/N 050122-06)


Rev. B (2.00) - B5 (2.05)
x
x
x
x
x
x
x
x

ESM-100C-FD, AE  (P/N 050122-15)


Rev. A (1.00)
x
x
x
x
x
x
x
x

Rev. B1 (1.01) - B4 (1.04)
x
x
x
x
x
x
x
x

ESM-100FM-8  (P/N 050159-06)


Rev. A (1.00) Initial Release
x
x
x
x
x
x
x
x

Rev. A1 (1.01) - A4 (1.04)
x
x
x
x
x
x
x
x

Rev. A5 (1.05) - A13 (1.13)
x****
x****
x****
x****
x****
x****
x****
x****

ESM-100FM-FD  (P/N 050122-13)


Rev. B (2.00) - B7 (2.07)
x
x
x
x
x
x
x
x

ESM-100FM-FD  (P/N 050122-17)


Rev. A (1.00) - A2 (1.02)
x
x
x
x
x
x
x
x

Rev. B3 (2.03)
x
x
x
x
x
x
x
x

Rev. B6 (2.06) - B7 (2.07)
x
x
x
x
x
x
x
x

ESM-100FS-8W-4C  (P/N 050159-16)


Rev. B4 (2.04) Initial Release


x
x
x
x
x
x

Rev. B5 (2.05) - B7 (2.07)


x
x
x
x
x
x

ESM-100FS-FD  (P/N 050122-16)


Rev. A (1.00) - A2 (1.02)
x
x
x
x
x
x
x
x

Rev. B3 (2.03)
x
x
x
x
x
x
x
x

Rev. B6 (2.06) - B7 (2.07)
x
x
x
x
x
x
x
x

ESM-100FS-FD-1  (P/N 050122-14)


Rev. B (2.00) - B7 (2.07)
x
x
x
x
x
x
x
x

ESM-C-8  (P/N 050014-00)
DISCONTINUED

Rev. D (1.09)
x
x
x
x
x
x
x
x

Rev. E (1.10)
x
x
x
x
x
x
x
x

Rev. F (1.11)
x***
x***
x***
x***
x***
x***
x***
x***

 Rev. F1 (1.12) - F5 (1.16)
x*
x*
x*
x*
x*
x*
x*
x*

ESM-C-12  (P/N 050112-06)


Rev. D (4.00) - D3 (4.03)
x****
x****
x****
x****
x****
x****
x****
 x****

Rev. D4 (4.04) 
x*
x*
x*
x*
x*
x*
x*
x*

Rev. E (5.00)
x
x
x
x
x
x
x
x

Rev. E1 (5.01) - E11 (5.11)
x*
x*
x*
x*
x*
x*
x*
x*

ESM-C-16W  (P/N 050154-17)


Rev. C5 (3.05) - C12 (3.12) Initial Release
x
x
x
x
x
x
x
x

Rev. C13 (3.13) - C16 (3.16)
x
x
x
x
x
x
x
x

ESM-C-16W  (P/N 050154-18)


Rev. C (3.00) - C4 (3.04)









Rev. C5 (3.05) - C11 (3.11)
x
x
x
x
x
x
x
x

ESM-C-32  (P/N 050154-06)


Rev. B (2.00) Initial  Release
x
x
x
x
x
x
x
x

Rev. B1 (2.01) - B6 (2.06)
x
x
x
x
x
x
x
x

Rev. B7 (2.07) - B12(2.12) 
x****
x****
x****
x****
x****
x****
x****
 x****

ESM-C-32  (P/N 050154-16)


Rev. C (3.00) Initial  Release
x
x
x
x
x
x
x
x

Rev. C1 (3.01) - C4 (3.04)
x
x
x
x
x
x
x
x

Rev. C5 (3.05) - C10 (3.10) 
x****
x****
x****
x****
x****
x****
x****
 x****

ESM-F-8 (P/N 050118-06)


Rev. A (1.00) - A4 (1.04)
x***
x***
x***
x***
x***
x***
x***
x***

Rev. A5 (1.05)
x*
x*
x*
x*
x*
x*
x*
x*

Rev. B (2.00) - B1 (2.01)
x
x
x
x
x
x
x
x

Rev. B2 (2.02) - B13 (2.13)
x*
x*
x*
x*
x*
x*
x*
x*

ESM-FM-8W-2C  (P/N 050197-06)


Rev. A1 (1.01) Initial Release


x
x
x
x
x
x

Rev. A2 (1.02) - A5 (1.05)


x
x
x
x
x
x

ESM-FM-16W-2C  (P/N 050197-08)


Rev. A1 (1.01) Initial Release


x
x
x
x
x
x

Rev. A2 (1.02) - A3 (1.03)


x
x
x
x
x
x

ESM-T-12  (P/N 050140-06)


Rev. B (2.00) - B1 (2.01)
x
x
x
x
x
x
x
x

Rev. B2 (2.02) - B10 (2.10)
x**
x**
x**
x**
x**
x**
x**
x**

ESM-U-6  (P/N 050067-06)


Rev. C (1.03)
x
x
x
x
x
x
x
x

Rev. D (1.04)
x***
x***
x***
x***
x***
x***
x***
x***

 Rev. E  (1.05)
x
x
x
x
x
x
x
x

Rev. F (2.00) - F1 (2.01)
x
x
x
x
x
x
x
x

Rev. F2 (2.02) - F9 (2.09)
x*
x*
x*
x*
x*
x*
x*
x*

FDDI/2-S-ATM Cat 2 Laser  (P/N 050108-15)


Rev. A (1.00) - A1 (1.01)
x
x
x
x
x
x
x
x

Rev. C3 (3.00) - C5 (3.05)
x
x
x
x
x
x
x
x

FESM AB (100BaseT) Daughter Card  (P/N 050109-06)


Rev. C (3.00) - C16 (3.16)
x
x
x
x
x
x
x
x

FESM AE Daughter Card  (P/N 050109-13)


Rev. A (1.00) - A3 (1.03)
x
x
x
x
x
x
x
x

FESM II 100BTX  (P/N 050139-06)


Rev. A (1.00) - A10 (1.10)
x
x
x
x
x
x
x
x

FESM II 100BTX  (P/N 050139-13)


Rev. A (1.00) - A7 (1.07)
x
x
x
x
x
x
x
x

FSM Daughter Card  (P/N 050037-06)


Rev. C (1.03)
x
x
x
x
x
x
x
x

Rev. D (1.04)
x
x
x
x
x
x
x
x

Rev.  E  (1.05) - E2 (1.07)
x****
x****
x****
x****
x****
x****
x****
x****

FSM Daughter Card  (P/N 050108-06) Multimode


Rev. C (2.03) - C5 (2.08)
x****
x****
x****
x****
x****
x****
x****
x****

FSM Daughter Card  (P/N 050108-13) Single mode


Rev. B  (2.00) Initial Release
x
x
x
x
x
x
x
x

Rev. C3 (3.03) - C5 (3.05)
x
x
x
x
x
x
x
x

TSM Copper  (P/N 050049-06)


Rev. A (1.01), B (1.02), C (1.03), D (1.04)
x
x
x
x
x
x
x
x

Rev. D1 (4.01) - D7 (4.07)
x
x
x
x
x
x
x
x

TSM Fiber  (P/N 050111-06)


Rev. A (1.01)
x
x
x
x
x
x
x
x

Rev. B. (2.00) - B8 (2.08)
x
x
x
x
x
x
x
x

TSM Dual Mode  (P/N 050121-06)


Rev. A (1.00) - A7 (1.07)
x
x
x
x
x
x
x
x

WSM-SC-4/8 WAN   (P/N 050117-06)


Rev. A (1.00) - A3 (1.03)









Rev. A4 (1.04) - A13 (1.13)
x
x
x
x
x
x
x
x

WSM-S-2 WAN  (P/N 050117-13)


Rev. A (1.00) - A10 (1.10)
x
x
x
x
x
x
x
x

WSM-BRI-SC-1W, WSM-BRI-SC-2W  (P/N 050160-06)


Rev. A1(1.01) Initial Release
x
x
x
x
x
x
x
x

Rev. A2 (1.02) - A7 (1.07)
x
x
x
x
x
x
x
x

WSM-FE1-SC-1W, WSM-FE1-SC-2W  (P/N 050148-08)


Rev. A3 (1.03) - A5 (1.05) Initial Release
x
x
x
x
x
x
x
x

Rev. A6 (1.06) - A9 (1.09)
x
x
x
x
x
x
x
x

WSM-FT1-SC-1W, WSM-FT1-SC-2W  (P/N 050148-06)


Rev. A3 (1.03) Initial Release
x
x
x
x
x
x
x
x

Rev. A4 (1.04) - A9 (1.09)
x
x
x
x
x
x
x
x

18.2 IBM 8277 Nways Ethernet RouteSwitch Hardware/Software Release Compatibility Matrix

Software Release

Product
3.2.1
3.2.2
3.2.3
3.2.4
3.2.5
3.2.6
3.2.7
3.2.8

8277 MODEL 132C, 8277 MODEL 132C-4C  (P/N 050188-06)


Rev. A4 (1.04) Initial Release
x
x
x
x
x
x
x
x

Rev. A5 (1.05) - A14 (1.14)
x
x
x
x
x
x
x
x

8277 MODEL 132C, 8277 MODEL 132C-4C  (P/N 050188-26)


Rev. B (2.00) - B5 (2.05) Initial Release
x
x
x
x
x
x
x
x

8277 MODEL 132CF, 8277 MODEL 132CF-4C  (P/N 050188-09)


Rev. A4 (1.04) Initial Release
x
x
x
x
x
x
x
x

Rev. A5 (1.05) - A14 (1.14)
x
x
x
x
x
x
x
x

8277 MODEL 132CF, 8277 MODEL 132CF-4C  (P/N 050188-29)


Rev. B (2.00) - B1 (2.01) Initial Release
x
x
x
x
x
x
x
x

Rev. B2 (2.02) - B4 (2.04)
x
x
x
x
x
x
x
x

8277 MODEL 132F, 8277 MODEL 132F-4C  (P/N 050188-08)


Rev. A4 (1.04) Initial Release
x
x
x
x
x
x
x
x

Rev. A5 (1.05) - A13 (1.13)
x
x
x
x
x
x
x
x

8277 MODEL 132F, 8277 MODEL 132F-4C  (P/N 050188-28)


Rev. B (2.00) - B1 (2.01) Initial Release
x
x
x
x
x
x
x
x

Rev. B2 (2.02) - B4 (2.04)
x
x
x
x
x
x
x
x

8277 MODEL 232, 8277 MODEL 232-4C  (P/N 050180-08)


Rev. B7 (2.07) Initial Release

x
x
x
x
x
x
x

Rev. B8 (2.08) - B21 (2.21)

x
x
x
x
x
x
x

8277 MODEL 332, 8277 MODEL 332-8C, 8277 MODEL 332E  (P/N 050180-06)


Rev. B6 (2.06) Initial Release

x
x
x
x
x
x
x

Rev. B7 (2.07) - B18 (2.18)

x
x
x
x
x
x
x

8277 MODEL 416, 8277 MODEL 416-4C  (P/N 050190-06)


Rev. A5 (1.05) - A6 (1.06) Initial Release

x
x
x
x
x
x
x

Rev. A7 (1.07)  - A11 (1.11)

x
x
x
x
x
x
x

8277 MODEL 416, 8277 MODEL 416-4C  (P/N 050190-26)


Rev. B (2.00) Initial Release

x
x
x
x
x
x
x

Rev. B1 (2.01) - B2 (2.02)

x
x
x
x
x
x
x

8277 MODEL 524, 8277 MODEL 524-8C   (P/N 050196-06)


Rev. B3 (2.03) Initial Release
x
x
x
x
x
x
x
x

Rev. B4 (2.04) - B17 (2.17)
x
x
x
x
x
x
x
x

RSASM2-155FM-1 (P/N 050175-12)


Rev. A2 (1.02) Initial Release

x
x
x
x
x
x
x

Rev. A3 (1.03) - A6 (1.06)

x
x
x
x
x
x
x

RSASM2-155FS-1  (P/N 050175-13)


Rev. A2 (1.02) Initial Release

x
x
x
x
x
x
x

Rev. A3 (1.03) - A6 (1.06)

x
x
x
x
x
x
x

RSASM2-155FSH-1  (P/N 050175-14)


Rev. A2 (1.02) Initial Release

x
x
x
x
x
x
x

Rev. A3 (1.03) - A06 (1.06)

x
x
x
x
x
x
x

RSASM2-155RFM-1  (P/N 050175-09)


Rev. A3 (1.03) Initial Release

x
x
x
x
x
x
x

Rev. A4 (1.04) - A7 (1.07)

x
x
x
x
x
x
x

RSASM2-155RFS-1  (P/N 050175-10)


Rev. A3 (1.03) Initial Release

x
x
x
x
x
x
x

Rev. A4 (1.04) - A7 (1.07)

x
x
x
x
x
x
x

RSESM-100C-4  (P/N 050171-06)


Rev. A2 (1.02) Initial Release


x
x
x
x
x
x

Rev. A3 (1.03)


x
x
x
x
x
x

RSESM-100FM-2  (P/N 050170-06)


Rev. A (1.00) Initial Release
x
x
x
x
x
x
x
x

Rev. A1 (1.01) - A2 (1.02)
x
x
x
x
x
x
x
x

RSESM-100FS-2  (P/N 050170-08)


Rev. A (1.00) Initial Release
x
x
x
x
x
x
x
x

Rev. A1 (1.01) - A2 (1.02)
x
x
x
x
x
x
x
x

18.3 8273 RouteSwitch Hardware/Software Release Compatibility Matrix


Software Release

Product
3.2.1
3.2.2
3.2.3
3.2.4
3.2.5
3.2.6
3.2.7
3.2.8

8273 RouteSwitch10  (P/N 050152-06) 


Rev. D (4.00) - D21 (4.21)



x
x
x
x
x

8273 RouteSwitch10E  (P/N 050152-08)


Rev. D (4.00) - D16 (4.16)



x
x
x
x
x

8273 RouteSwitch10U  (P/N 050130-06) 


Rev. A (1.00) - A27 (1.27)



x
x
x
x
x

8273 RouteSwitch10UE  (P/N 050130-08)


Rev. A (1.00) - A18 (1.18)



x
x
x
x
x

RESM-AB-AFD  (P/N 050144-06)


Rev. A (1.00) - A3 (1.03)



x
x
x
x
x

RESM-AB-FL  (P/N 050085-06)


Rev. B



x
x
x
x
x

Rev. C



x
x
x
x
x

Rev. D



x
x
x
x
x

Rev. E - E5



x
x
x
x
x

RESM-AB-FL-S  (P/N 050123-06)


Rev. A (1.00) - A5 (1.05)



x
x
x
x
x

RESM-AB-T  (P/N 050091-06)


Rev. A (1.00) - A4 (1.04)



x
x
x
x
x

RESM-AB-B  (P/N 050097-06)


 Rev. B



x
x
x
x
x

Rev. C - C4



x
x
x
x
x

RESM-AB-AT (P/N 050079-06)


 Rev.  B - B1



x
x
x
x
x

RASM Daughter Card  (P/N 050116-26)

(1/2 MB SRAM) MM 


Rev. A  (1.01) - A6 (1.06)



x
x
x
x
x

RASM Daughter Card  (P/N 050116-27)

(1/2 MB SRAM) SM


Rev. A1 (1.01) - A6 (1.06)



x
x
x
x
x

RASM Daughter Card  (P/N 050116-24)

(2 MB SRAM) MM


Rev. A1 (1.01) - A7 (1.07)



x
x
x
x
x

RASM Daughter Card  (P/N 050116-25)

(2 MB SRAM) SM


Rev. A1 (1.01) - A7 (1.07)



x
x
x
x
x

RFESM II 100BTX  (P/N 050139-06)


Rev. A (1.00) - A10 (1.10)



x
x
x
x
x

RFESM II 100BTX  (P/N 050139-13)


Rev. A (1.00) - A7 (1.07)



x
x
x
x
x

RESM-100FM-FD  (P/N 050122-13)


Rev. B (2.00) - B7 (2.07)



x
x
x
x
x

RESM-100C-FD  (P/N 050122-06)


Rev. B (2.00) - B5 (2.05)



x
x
x
x
x

RESM-100FS-FD-1  (P/N 050122-14)


Rev. B (2.00) - B7 (2.07)



x
x
x
x
x

RWSM-SC-4 WAN  (P/N 050117-06)


Rev. A2 (1.02) - A3 (1.03)









Rev. A4 (1.04) - A13 (1.13)



x
x
x
x
x

RWSM-S-2 WAN  (P/N 050117-13)


Rev. A (1.00) - A10 (1.10)



x
x
x
x
x

RFSM Daughter Card  (P/N 050037-06) (MM only)


Rev. A (1.01)



x
x
x
x
x

Rev. B (1.02)



x
x
x
x
x

Rev. C (1.03)



x
x
x
x
x

Rev. D (1.04)



x
x
x
x
x

Rev. E  (1.05) - E2 (1.07)



x
x
x
x
x

RFSM Daughter Card  (P/N 050108-06) (MM)


Rev. C (2.03)



x***
x***
x***
x***
x***

Rev. C1 (2.04) - C5 (2.08)



x
x
x
x
x

RFSM Daughter Card  (P/N 050108-13) (SM)


Rev. B (2.00) Initial Release



x
x
x
x
x

Rev. C3 (2.06) - C5 (2.08)



x
x
x
x
x

RFSM Daughter Card  (P/N 050073-06) UTP


Rev. A (1.01)



x
x
x
x
x

Rev. B (1.02)



x
x
x
x
x

Rev. C (1.03)



x
x
x
x
x

Rev. D (1.04)



x
x
x
x
x

Rev. E (1.05) - E3 (1.08)



x
x
x
x
x


*
This revision and above is required to support the 960 VBUS speed.


**
All FSM-M-2 modules require REV K or greater HSM or any released HSM2.


*** 
This revision and above is required for MPM redundancy.


****
This revision and above is required for Hot Swap.

*****
This revision and above is required for FCSM-II.

19 Existing Software & Hardware Features

19.1 Software Feature Matrix

(X = Supported)
Software Feature
IBM 8274 Nways LAN RouteSwitch
IBM 8277 Nways Ethernet RouteSwitch
8273 RouteSwitch

2K CAMS
X
X
X

802.5 LAN Emulation Client
X
X
X

Adaptive MAC learning Algorithm
X
X
X

Advanced Routing including OSPF and RIPII 
X
X
X

ATM Services

     Ethernet LAN Emulation Client

     RouteLane with PVC's

     RFC 14833 (LLC Encapsulation over ATM)

    RFC 1577 (Classical IP over ATM)

    Omni point to point bridging

    VLAN Trunking over ATM
X
X
X

ATM UNI 3.0/3.1
X
X
X

Nways RouteTracker Manager 
X
X
X

Banyan Vines Translations
X
X
X

DHCP BootP Relay/Translations
X
X
X

Distributed CAM Utilization
X
X
X

Domain Bridging
X
X
X

Duplicate MAC Support
X
X
X

Enhanced Diagnostics
X
X
X

Ethernet RMON (Groups: Ethernet Statistics, History Control, Ethernet History, Alarm and Event)
X
X
X

Flooding Limits
X
X
X

Flood Limits Override
X
X
X

Frame Relay
X
X
X

Group Mobility 
X
X
X

Hot Swap of like modules
X
X
X

HRE Layer 3 frame forwarding ASIC, IP, IPX route forwarding  
X
X
X

IBM RI/RO Format interoperability
X
X
X

IBM Token Ring Support Functional Address
X
X
X

IEEE 802.10 VLAN Tagging over FDDI
X
X
X

IP Firewall
X
X
X

IP Multicast Routing
X
X
X

IP Routing
X
X
X

IPX Any-to-Any Switching  -  LLC Output Option for Translations
X
X
X

IPX Client Network Policy refinement
X
X
X

IPX Raw over FDDI
X
X
X

IPX RIP/SAP Filtering
X
X
X

IPX Routing 
X
X
X

LANE Service Module (LSM) (IBM 8274 Nways LAN RouteSwitch Only)
X
X
X

MPM Port Monitoring
X
X
X

Multicast Virtual LAN’s
X
X
X

Optional Token Ring Copy Bit Setting
X
X
X

Port Forwarding Policy
X
X
X

Port Mirroring (10BaseT)
X
X
X

PVCs and SVCs
X
X
X

Router VLAN Management
X
X
X

SNMP Trap Support
X
X
X

Source Route Bridging
X
X
X

STM-1 Coded in accordance with ITU Ch. 4 of I.432 (Geneva July 1995)
X
X
X

SVC/PVC Recovery Improvements
X
X
X

Token Ring Source Route RIF Stripping
X
X
X

Virtual Rings and Virtual Rings over Trunks (backbones)
X
X
X

VLAN Trunking over FDDI
X
X
X

RouteCell
X
X
X

ROUTELANE Enhancements
X
X
X

19.2 Existing and Supported Hardware

19.2.1 IBM 8274 Nways LAN RouteSwitch:

· 8274-W33  IBM 8274 Nways LAN RouteSwitch with built-in 150W power supply, supports Frame/Cell Bus.

· 8274-500 / 8274-500e Chassis

· 8274-PS5 8274-500 Power Supply

· 8274-513 Chassis

· 8274-PS5-250  8274-513 power supply

· 8274-913 Chassis

· 8274-PS9-500  8274-913 Power Supply

· 8274-900 / 8274-900e Chassis

· 8274-PS9 8274-900 Power Supply

· 8274-500 Wide, 5 slot IBM 8274 Nways LAN RouteSwitch

· 8274-PS5-DC250, 250W, -48V DC power supply for 8274-500

· 8274-900wx Wide, 9 slot IBM 8274 Nways LAN RouteSwitch

· 8274-PS9-500P, 500W power supply for 9e, 9x and 9wx

· MPM-1G, or MPM-1GW; MPM 16/32/64 Mbytes DRAM, 4 Mbytes Flash, HRE socket, 960M VBUS for narrow or wide chassis

· MPM II-16/32/64Mbytes

· MPM 16/32/64Mbytes  

· HRE Hardware Routing Engine

· ASM-E3-1/2 One or two port ATM 500Kbytes SRAM, 34 Mbps E3, BNC connectors

· ASM2-155FM-1/2  One or two port ASM-SAHI multimode fiber

· ASM2-155FS-1/2  One or two; port ASM-SAHI single mode fiber

· CSM-155-8 or 8W; Eight port, 155Mbps OC3c/STM-1 CSM, multimode fiber for narrow or wide chassis

· CSM-155-8S or 8SW; Eight port, 155Mbps OC3c/STM-1 CSM single mode fiber for narrow or wide chassis

· CSM-155-6M2S six port multimode and two ports single mode 155 Mbps SONET ST3c/STM-1

· CSM-155-6M2SL

· CSM-155C-8, 8 port 155 Mbps OC-3/STM-1 copper

· CSM-155C-8W  8 port 155 Mbps OC-3/STM-1 copper module
· CSM-155-FSL-8

· CSM-622-2E  two port 622 Mbps OC12c/STM-4c CSM multimode fiber, extended memory

· CSM-622-2SE  two port 622 Mbps OC12c/STM-4c, CSM single mode fiber, extended memory

· CSM-A25-12/24, 12/24 port ATM25 module, RJ-45 connectors 
· CSM-A25-12/24   12/24 port ATM25 module, RF-45 connectors
· FCSM Frame to Cell Switching Module (Narrow and wide module)

· ESM-U-6 6-port Ethernet Universal Module

· ESM-AB-FL 10BaseFL Adapter Card for ESM-U-6

· ESM-AB-T 10BaseT RJ-45 Adapter Card for ESM-U-6

· ESM-AB-AT 10BaseT RJ-45 and AUI Adapter Card for ESM-U-6

· ESM-AB-B 10Base2 Adapter Card for ESM-U6

· ESM-AB-FL-S  Single mode 10BaseFL Adapter Card for ESM-U-6

· ESM-AB-AFD Adapter board for Ethernet Universal Switching Module

· ESM-F-8  10BaseFL 8 port Ethernet Module

· ESM-C-8 10BaseT RJ-45 8-port Ethernet Module

· ESM-C-12 10BaseT RJ-45 12 port Ethernet Module

· ESM-T-12 10BaseT, 50 Pin Telco Connectors, 12 port Ethernet Module

· ESM-100C-FD-1/2 One or two port full duplex 100BaseTx, (MM) 

· ESM-100-FM-FD-1/2 One or two port full duplex 100BaseFx  

· ESM-100-FS-FD-1/2 One or two port full duplex 100Base Fx, (SM)

· ESM-100C-5 4 port shared 100BaseT + 1 full duplex 100BaseTx

· ESM-100CFM-5 4 port shared 100BaseTx + 1 full duplex 100BaseFx (MM)

· ESM-100CFS-5 4 port shared 100BaseTx + 1 full duplex 100BaseFx (SM)

· ESM-100C-12   12 10/100 BaseT, RJ45 ports

· ESM-100FM-8   8-port 100BaseFx full duplex, 8 SC pair, multimode fiber

· ESM-C-32W   32 port 10BaseT, RJ45
· ESM-C-16W  16 port 10BaseT switch module
· FSM-SH-1/2 FDDI Switching Module, SC connectors, supports single mode(category 2)

· TSM-CD-6 Token Ring Dual Mode Module 

· WSM-4/8-SC Four or 8 Port WAN Switching Module, Universal Serial External DTE/DCE Wide Area Network Interface Daughter Card

· WSM-SC-4 or 4W; WAN Switching module, 4 ports Universal Serial External Interface.  Supports the five serial cable types (V.35, RS-232, X.21, RS-530, and RS449) for wide chassis

· WSM-SC-8 or 8W; WAN Switching module, 8 ports Universal Serial External Interface.  Supports the five serial cable types (V.35, RS-232, X.21, RS-530, and RS449) for wide chassis

· 8277-BPS  Backup Power System 250W, AC for 8274-W33
19.2.2 8273 RouteSwitch:

· 8273 RouteSwitch 10

· 8273 RouteSwitch 10E

· 8273 RouteSwitch 10U

· RASM-DS3-1 DS3 sub-module.  One port, 45 Mbps, BNC connectors

· RASM-E3-1 E3 sub-module. One port, 34 Mbps, BNC connectors

· RASM-155FM-1 ½ and 2 Mbyte ATM sub-module-Multi-mode

· RASM-155-FS-1 ½ and 2 Mbyte ATM sub-module- Single mode

· RESM-AB-AFD One full duplex AUI port for 8273 RouteSwitch 10U

· RESM-AB-FL 10BaseFL Adapter Card for the 8273 RouteSwitch 10U

· RESM-AB-T 10BaseT Adapter Card for the 8273 RouteSwitch 10U

· RESM-AB-AT 10BaseT RJ-45 and AUI Adapter Card for the 8273 RouteSwitch 10U

· RESM-AB-B 10Base2 Adapter Card for the 8273 RouteSwitch 10U

· RESM-AB-FL-S  10BaseFL Adapter Card for the 8273 RouteSwitch 10U

· RESM-100C-4 4 Port 100BaseT sub-module

· RESM-100C-FD-1 One 100BaseTx  full duplex port sub-module

· RESM-100FM-FD-1 One 100BaseFx full duplex port sub-module (MM)

· RESM-100FS-FD-1 One 100BaseFx full duplex port sub-module (SM)

· RFSM-S-1 FDDI sub-module. One DAS port

· RFSM-M-1 FDDI sub-module Multi-mode

· RFSM-C-4 CDDI sub-module four CDDI ports

· RWSM-S-2 Frame Relay Sub-module.  Two universal external DTE/DCE WAN connectors.

· RWSM-SC-4 Frame Relay Sub-module with compression. Four universal external DTE/DCE WAN connectors. 
The following include modules which contain either HSM or HSM2* boards.

· ASM-155FM-1/2 Multi-mode ATM Module ½ and 2 Mbyte SRAM

· ASM-155FS-1/2  Single Mode ATM Module ½ and 2 Mbyte SRAM

· ASM-155C-1/2 One or two port, 155 Mbps UTP 5, RJ45 connectors ½ Mbyte

· ASM-155C-1/2E One or two port, 155 Mbps UTP 5, RJ45 connectors 2 Mbytes

· ASM-DS3-1/2 ATM ½ Mbyte w/BNC connectors

· ESM-100C-4/8 100BaseT Switching Module

· FSM-M-1/2 FDDI Module Multi-mode

· FSM-C-4/8 CDDI Module

· FSM-M-C FDDI/CDDI Module

· FSM-S-1/2 FDDI Single Mode sub-module

· TSM-C-6 Module (4Mbps or 16 Mbps)

· TSM-F-6 Module (4 or 16 Mbps Rev B4 and above,  16 Mbps only for revisions)

· TSM-CD-6 Module (4 Mbps or 16 Mbps)

· Version 2.0.4 and subsequent releases support HSM2.  See section 6.7 for additional information.  Version 3.2.8 and previous software versions support HSM.
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